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About the project AHEAD.tech

ISD’s project AHEAD.tech  aims to develop refined 
methods for  analysing  systemic risks to support both 
researchers and regulators in navigating the new 
regulatory framework introduced by the Digital Services 
Act (DSA). It is funded by the Mercator Foundation. 

The project includes two studies on the asymmetric 
amplification of political content on TikTok during 
the Brandenburg state election in 2024 and the  
German federal election in 2025. Both studies were 
complemented by a policy brief and workshop series 
focussing on understanding and mitigating systemic risks 
as outlined in the DSA. Participation included a diverse 
stakeholder group including regulators, policymakers 
and researchers from both civil society organisations 
and academia. A separate workshop with researchers 
concentrating on researching risks on TikTok resulted 
in the publication of a dataset of political accounts that 
summarises different datasets from the participants.  

Drawing on insights from both the empirical studies and 
the multi-stakeholder workshops, this report builds a 
bridge between hands-on research and broader policy 
implications. 
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Executive summary

The Digital Services Act (DSA) obliges Very Large Online 
Platforms (VLOPs) and Very Large Online Search Engines 
(VLOSEs) to identify, assess and mitigate so-called sys-
temic risks arising from the design, functioning and use 
of their services. However, the category of systemic risks 
is deliberately left to be defined through the engagement 
of stakeholders in an iterative process. 

The DSA’s risk governance architecture gives researchers 
a direct and legally recognised function, including both an 
agenda-setting and control function. This allows them to 
broaden the scope of what could fall under the definition 
of systemic risk, supporting providers and regulators. 

However, the ambiguity of the systemic risk definition 
also creates uncertainties. Researchers may find it difficult 
to understand which research gaps they could prioritise 
and how to effectively communicate their findings to reg-
ulators. Regulators are confronted with broad, diverse 
empirical and conceptual findings that may be difficult 
to implement.   

This report argues that these challenges can be addressed 
through a structured research agenda centred on as-
sessing the severity and likelihood of systemic risks. By 
providing concrete examples of severity indicators, the 
research agenda demonstrates how regulators can or-
ganise and interpret diverse empirical findings, and how 
researchers can identify potential research gaps. We ar-
gue that no single method can adequately capture the 
indicators needed to assess the severity and likelihood 
of systemic risks. Instead, a combination of observational 
and experimental approaches is required. 

We demonstrate how severity can be operationalised 
across three dimensions (scale, scope and remediability). 
By mapping concrete indicators and associated methods, 
we show how the research agenda structures evidence 
on when risks linked to asymmetric amplification may 
become systemic. 

To illustrate this approach, we use a case study of asym-
metric amplification of political content (defined as the 
unequal distribution of political content, caused by algo-
rithmic ranking systems that surface some content more 
than others when compared to a neutral or alternative 
baseline). Although asymmetric amplification is associat-
ed with a variety of risks to civic discourse and electoral 
processes, there is an ongoing discussion as to whether 
these risks would also fall under the scope of the DSA. It 
is therefore a useful example to showcase what potential 
evidence would need to look like. 

The conclusion outlines how the research agenda could 
be applied to other potential systemic risks and recom-
mends a variety of potential measurements. These include 
long-term funding of research projects, the adoption of a 
harmonised and broad definition of public data, stronger 
collaboration to identify research gaps and more transpar-
ency by platforms and regulators regarding investigations 
and risk assessments. 
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Asymmetric amplification: The unequal distribution of 
political content, caused by algorithmic ranking systems 
that surface some content more than others when com-
pared to a neutral or alternative baseline.

Bot networks: A group of automated accounts or de-
vices controlled to perform coordinated actions online, 
often used to spread disinformation, amplify content or 
manipulate public discourse.1

Content-related risks: Risks arising from the creation, 
dissemination or amplification of illegal content.2 

Disinformation: False or misleading content spread with 
an intention to deceive or secure economic or political 
gain, and which may cause public harm.3  

Foreign information manipulation and interference 
(FIMI): behaviour that is generally not illegal but threatens 
or has the potential to negatively affect values, procedures 
and political processes. Such activity is manipulative in 
nature. It is carried out deliberately and in a coordinated 
manner by state or non-state actors (including proxies) 
globally.4 

Filter bubble: An online phenomenon where people are 
mainly exposed to opinions and information that reinforce 
their existing beliefs. Filter bubbles are driven by an eco-
system of information shaped by algorithmic personalisa-
tion, in which platforms selectively display content based 
on user data. This limits exposure to differing viewpoints 
and can lead to users’ isolation.5 

For You feed: The primary, personalised feed on TikTok 
that curates videos based on users’ interests, behaviour 
and engagement history. Displayed by default when the 
app is opened, the For You feed attempts to provide con-
tent aligned with the users’ viewing preferences.6

Misinformation: False or misleading content shared 
without harmful intent, e.g. when people share false in-
formation with friends and family in good faith. However, 
the effects can still be harmful. 

Recommender system: A fully or partially automated 
system used by an online platform to suggest specific 
information to recipients of the service or to prioritise 
that information in its online interface. This includes in-
formation displayed as a result of a search initiated by 
users or otherwise the determining of the relative order
or prominence of information shown.7

Remediability: A severity dimension that captures how 
feasible it is to correct or reverse the negative effects of 
a risk.

Scale: A severity dimension that captures the intensity of 
the impact that a risk may produce, independent of how 
many people are affected.

Scope: A severity dimension that captures the breadth of 
impact, i.e. how widely a risk manifests across communi-
ties, geographies, languages or platforms.

Systemicness: Term used in this report to refer to the 
systemic nature of a risk, applied in the context of the DSA. 

Virtual Computing Environment (VCE): A digital infra-
structure provided to researchers that encapsulates ac-
cess control and data processing resources. Data, access 
and resources are maintained and completely under the 
VCE provider’s control. They are made available through 
an online interface.

Very Large Online Platform (VLOP)/Very Large On-
line Search Engine (VLOSE): Online platform or search 
engine with more than an average of 45 million monthly 
active recipients in the EU designated by the European 
Commission under the DSA.8 

Glossary
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Relevant legislative documents

Short name	 Full title

Digital Services Act (DSA)	

Guidelines on the mitigation  
of systemic risks for electoral  
processes

Delegated Regulation  
on Data Access

Regulation (EU) 2022/2065 of the European Parliament and of
the Council of 19 October 2022 on a Single Market For Digital
Services and amending Directive 2000/31/EC (Digital Services
Act) (Text with EEA relevance)

Commission Guidelines for providers of Very Large Online
Platforms and Very Large Online Search Engines on the
mitigation of systemic risks for electoral processes pursuant
to Article 35(3) of Regulation (EU) 2022/2065

Commission Delegated Regulation (EU) 2025/2050 of 1 July
2025 supplementing Regulation (EU) 2022/2065 of the
European Parliament and of the Council by laying down the
technical conditions and procedures under which providers of
very large online platforms and of very large online search
engines are to share data with vetted researchers
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The Digital Services Act (DSA) represents a significant 
evolution in the EU’s regulation of the online environ-
ment. It incorporates the existing liability rules of the 
e-Commerce Directive but also introduces a risk-based 
layer of due diligence obligations. This requires VLOPs 
and VLOSEs to identify, assess and mitigate so-called 
systemic risks arising from the design, functioning and 
use of their services. However, the category of systemic 
risks is deliberately ambiguous. Art. 34 DSA only sets out 
broad risk categories, such as illegal content and negative 
effects on the exercise of fundamental rights, as well as on 
civic discourse, electoral processes, and public security.

The concept of systemic risks provides flexibility for 
emerging technological and societal challenges. How-
ever, determining when a risk reaches a level of societal 
significance to warrant regulatory intervention remains 
a major challenge for DSA enforcement. It is difficult 
to prove a causal link between platform dynamics and 
societal effects across the Member States of the EU 
and the sprawling digital ecosystem. Furthermore, the 
functioning of platform services remains highly opaque, 
which is also why they are referred to as “black boxes”.9  

Against this background, the DSA has assigned civil soci-
ety and academic researchers a direct and legally recog- 
nised role in the risk governance architecture. These 
stakeholders are empowered to generate independent 
evidence capable of reducing the opacity of VLOPs and 
VLOSEs, identifying persistent or emerging risks po- 
tentially overlooked by platforms and regulators. The use 
of broad risk categories allows researchers significant 
freedom in their choice of investigations. 

At the same time, the vague concept of systemic risks 
also creates uncertainties for regulators and research-
ers. As systemic risks remain conceptually fluid and con- 
tested, researchers often report uncertainty about which 
research gaps to prioritise and how to effectively com-
municate their findings to government stakeholders.10 
Regulators may also struggle: it can be difficult for them 
to incorporate diverse methods and findings from re-
searchers into an enforcement framework. This challenge 
is heightened by the pluralism of research approaches, 
methodological diversity and ongoing scientific debate 
that characterises research practices. 

The report proposes the development of a structured 
research agenda which would form a coherent and use-
able basis for both regulators and researchers. It builds off 
work by Renn et al. (2022) who note that systemic risks 
cannot be captured through a single measurement. They 
instead suggest it should be understood through multi-
ple indicators and dynamic dimensions which provide a 
richer picture of emerging harms when taken together.11 
The research agenda follows this logic and shows how to 
integrate this multiplicity of data points, measurements 
and methods.

The report first clarifies the terminology of systemic risks 
and the role assigned to researchers under the DSA. It 
then introduces asymmetric amplification of political 
content as a case study that illustrates the challenges 
researchers face. In this report, asymmetric amplification 
is not understood as a risk in itself, but rather as a phe- 
nomenon that is associated with various risks in research. 
We then present the research agenda and demonstrate 
how diverse strands of existing research can be organised 
into a coherent structure. This structure is intended to 
both support regulators in evaluating and responding to 
emerging risks and to guide researchers in identifying 
relevant research questions. 

The report shows that a new, single methodology for as-
sessing systemic risks is neither feasible nor necessary. 
Instead, a plurality of methods is required to capture the 
multiple dimensions that shape what we describe as the 
systemicness of a risk. This plurality also compensates 
for constraints that are inherent to certain methods and 
limitations on data access. The overarching aim is to make 
the process of defining and evidencing systemic risks 
more transparent, coherent and collectively informed, 
allowing for proportionate, effective and research-driven 
enforcement of the DSA.

1. Introduction
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The following sections aim to clarify the notion of sys-
temic risks within the DSA framework and to analyse the 
implications this has for the role of researchers. The ambi-
guity of the systemic risk definition affects how platforms 
approach their risk assessments; it also shapes whether 
researchers can effectively fulfil the role assigned to them 
in the DSA. 

2.1  The concept of systemic risk
As a central organising principle of the DSA’s risk-based 
approach, systemic risk lacks the definitional precision 
typically required in a regulatory context. While risks can 
be broadly understood as “adverse events that may occur 
in the future,”12 it is much harder to settle on a definition 
of “systemic” in this context. 

In general, systemic risks can be understood as “potential 
threats that endanger the functionality of systems of 
critical importance for society”,13 with impacts that may 
extend across systems and over time and geographic  
location. Such risks are further characterised by complex-
ity, uncertainty and ambiguity.14 In the financial sector, 
systemic risks are clearly described in reference to a situ-
ation in which shock at one financial institution threatens 
to destabilise the entire industry.15

Such definitions cannot be directly translated into the 
context of the DSA. The “shock” model at the core of 
systemic risks in finance does not capture the dynamics 
of online risks: they are shaped by the interplay between 
recommendation systems, content moderation architec-
tures, interface design and the intentions of malicious 
actors. As harms on digital platforms often emerge grad-
ually over time, they require a broader and more flexible 
understanding of systemic risk.16 

This absence of a precise definition of systemic risk in the 
DSA might not be an oversight but a deliberate regulatory 
choice.17 The financial sector can rely on a long-estab-
lished and relatively stable understanding of how systemic 
events unfold, which allows regulators to codify specific 
triggers, contagion channels and prudential responses. 
By contrast, the DSA operates in an environment where 
harms are sociotechnical, rapidly evolving and highly con-
text dependent. 

The meaning of systemic risk under the DSA therefore 
emerges iteratively through regulatory practice, oversight 
cycles and the engagement of multiple stakeholders who 
interpret harms to fundamental rights in real time, civic 
discourse, public health or the protection of minors. In 
short, its coherence is meant to be built through use 
rather than prescribed from the outset. The presence 
of multiple actors in the process is thereby also linked 
to the presence of diverging interests that in turn shape 
the definition of what can be considered a systemic risk.

VLOPs and VLOSEs tend to adopt content-based, com-
pliance-oriented definitions of systemic risks. The first 
published reports with the results from the risk assess-
ment have shown that such an interpretation can lead 
to a focus on symptoms, such as the prevalence of ille-
gal content, rather than underlying causes or broader 
societal impacts. Platform elements, such as the de-
sign as a driver for risks, for example, have been widely  
neglected so far.18

Researchers argue for a broad, multi-dimensional defi-
nition of systemic risks that supports a diverse research 
ecosystem. Their argument is that narrow definitions that 
require causal proof or quantitative thresholds risk ex-
cluding valuable methodologies and perspectives.19 Yet, 
other researchers caution that broad and vague defini-
tions could grant platforms as well as the European Com-
mission (as the primary regulator for VLOPs and VLOSEs) 
considerable discretionary power. This could undermine 
the legality principle (that restrictions on speech must 
be provided by the law) and incentivise platforms to im-
pose overly strict mitigation measures stifling freedom 
of expression.20

In addition, unclarity exists whether risks posed by VLOPs 
and VLOSEs are inherently systemic, given that they are 
described in Rec. 76 DSA as “different in scope and impact 
from those caused by smaller platforms”, or whether ad-
ditional, more specific thresholds must be met to qualify 
as having major social, political or ethical effects.

Systemic risks remain conceptually fluid and open to 
competing interpretations, creating uncertainty for both 
assessment and enforcement. The next section focuses 
on researchers, who play a crucial role in navigating this 
ambiguity within the DSA’s enforcement framework. 

2. �Systemic risks and the role of researchers  
under the DSA 
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2.2  The role of researchers under the DSA 
As previously established, the definition of a systemic 
risk in the DSA will be the result of an iterative process in-
volving a variety of stakeholders, including researchers.21

The DSA fundamentally expands the role of researchers 
within EU platform regulation.22 Whereas earlier regulatory 
frameworks drew researchers only in indirect and peri- 
pheral ways, the DSA introduces an entirely new model 
of involvement. In established areas of EU risk regulation, 
researchers typically contribute as external experts whose 
knowledge is incorporated only later in the process: for 
instance, through expert testimony, scientific publica-
tions consulted by regulator, or participation in advisory 
committees. This meant that their role was limited to 
offering input when invited, without any official structural 
position within the regulation itself. The DSA instead gives 
researchers a direct and legally recognised place within 
the risk governance architecture. 

This role has two parts: a control function and an 
“agenda-setting” function. First, the DSA empowers re-
searchers to take on a control function. Online platforms, 
for a long time, have been described as “black boxes” 23 
to which only they themselves had access. The DSA not 
only acknowledges the importance of “bridging infor-
mation asymmetries” (Rec. 96 DSA) through research, 
reflecting the opacity of platforms, but also obliges VLOPs 
and VLOSEs to provide researchers with data necessary 
to conduct research on the “detection, identification and 
understanding of systemic risks” (Art. 40 DSA). The results 
of such research should be shared in the risk management 
process through stakeholder participation. More con-
cretely, Rec. 90 DSA emphasises that platforms’ risk as-
sessments and implemented mitigation measures should 
be conducted “with the involvement of […] independent 
experts and civil society organisations.” The DSA therefore 
explicitly includes researchers as control element in the 
risk management process. 

Additionally, the role of researchers under the DSA entails 
a second, less explicit function, which we describe as an 
“agenda-setting function.” While Art. 40 DSA makes a 
strong case for researchers to contribute to risk assess-
ment, it is up to researchers to decide which risks they 
focus on in their research. When researchers uncover 

evidence of systemic risks that are not addressed in 
platforms’ risk assessments, they can give the European 
Commission “an initial suspicion to further investigate 
the matter.” This creates “an incentivising effect” 24 for 
platforms to take research findings into account, even if 
they are not legally obliged to.

Figure 1: The role of researchers under the DSA.

In practice, however, translating research findings into the 
regulatory process is difficult. Researchers are expected to 
provide evidence on systemic risks, yet the concept they 
are asked to investigate remains underdefined in the DSA. 
As a result, they must work without clear criteria for what 
counts as a systemic effect, which complicates decisions 
about what to measure, how to interpret empirical findings 
and how to present conclusions. Also, different method-
ological approaches can generate complementary but 
also contradictory results, which is challenging to reflect 
in policy measures. Finally, academic research often uses 
different terminology from platform risk assessments 
or policy publications, making it challenging to bridge 
research results and policy.

Uncertainty around systemic risk is heightened by the am-
biguity around certain risk categories (Art. 34(1) DSA). Risks 
such as the dissemination of illegal content are easily de-
fined legally or operationally (based on the legal frameworks 
of Member States) – risks such as “fundamental rights,” 
“public security” or “civic discourse” are, however, not.25 
The next section illustrates how this conceptual uncertainty 
appears in practice and introduces a research agenda that 
can help structure diverse findings despite the unclear 
definition of systemic risks.

DSA

Control Agenda setting

Responsibilities given  
to researchers
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While the broad concept of systemic risk already poses 
challenges for translating research into regulatory prac-
tice, the complexity is further amplified by the fact that 
risk categories (Art. 34(1) DSA) themselves are not al-
ways clearly delineated. For example, risks such as the 
dissemination of illegal content are more easily defined, as 
they are anchored in the legal frameworks of EU Member 
States. In contrast, risks related to “fundamental rights,” 
“public security,” or “civic discourse” are often value-laden 
and difficult to capture in legal or operational terms.26 Yet, 
this definitional ambiguity does not make such risks any 
less significant. On the contrary, they may pose serious 
threats to democratic processes and public trust, under-
scoring the need to integrate diverse research perspec-
tives into regulatory decision-making.

The following sections explore the concept of asymmetric 
amplification of political content during elections as a 
complex and ambiguous phenomenon associated with a 
variety of risks. These have the potential to significantly 
influence civic discourse and the integrity of electoral pro-
cesses, but it is ambiguous as to whether they qualify as 
systemic risks under the DSA. This very ambiguity makes 
it a valuable case for exploring what kind of empirical evi-
dence regulators would need to make that determination.

3.1  The definition of asymmetric amplification
The visibility of online content on digital platforms is 
closely linked to recommender systems, which are the 
central technical systems that underpin the business 
model of most VLOPs. Recommender systems function 
as information filtering systems designed to predict and 
suggest items or content that a user might be interested 
in. As such, they shape what content is surfaced, promot-
ed and (conversely) deprioritised.

There are different types of recommender systems. On 
social media platforms, engagement-based recommender 
systems are commonly used. These are at least partly- 
automated systems which prioritise content that is be-
lieved to maximise user engagement and time spent on 
platform, based on past user behaviour, expressed prefer-
ences or patterns “derived from similar users”.27 This takes 
into account both explicit28 and implicit feedback.29 Explic-
it feedback describes preferences users communicate in 
form of direct input, for example by answering questions 
about their interest when opening an application for the 
first time. Implicit feedback describes user interactions 

with the system that are not direct statements of prefer-
ences but still tell something about the user’s interests. 
These include swiping, saving or liking of content. 

However, there are also other approaches that have been 
discussed as alternatives to the engagement-based algo-
rithms. For example, researchers have tested the effect of 
so-called reverse-chronological feeds on user behaviour, 
in which content is presented in the order it is being post-
ed. 30 Reverse chronological feeds were the default prior to 
engagement based feeds. Another type of algorithms that 
has recently gained more attention are bridging-based 
algorithms.31 These recommend content that is liked by 
two users that usually do not share all preferences. Hence 
it is seen to be “bridging” differing political opinions in-
stead of pushing users into filter bubbles.  

No matter which type of recommender system is imple-
mented on platforms, service providers have an important 
influence on the visibility of online content, including 
during politically sensitive periods, such as elections. It is 
in this context that the phenomenon of asymmetric am-
plification has become central in the public debate around 
algorithmic systems. The debate has led to both regula-
tory action and research, for example on the question 
whether platform algorithms systematically amplify cer-
tain political viewpoints over others,32 but also regulatory 
action. In 2024, for example, the European Commission 
opened proceedings against Meta for demoting political 
content on the feeds of Instagram and Facebook.33 

In the ongoing debate about what is meant by the term 
“asymmetric amplification” the question of an appro-
priate baseline is central. This raises the issue of com-
parison, specifically what amplified content is relative 
to. Thus, most definitions of amplification draw on the 
idea of relative amplification. They define it as the extent 
to which the algorithm gives certain content greater 
reach than it would have received with some other neu-
tral baseline algorithms, such as a reverse-chronological 
feed34 or the change in the distribution of content with 
engagement-based algorithms compared to alternatives, 
such as bridging-based algorithms while holding user 
behaviour constant.35 

While asymmetric amplification is not constrained to a 
specific type of content, this report focuses on asym-
metries in the amplification of political content during 

3. Asymmetric amplification as a case study 
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election periods. In the context of elections, asymmetric 
amplification refers to an unequal coverage or promotion 
of political content from electoral contenders or political 
accounts relevant to the election on online platforms 
during an election period.36 The reasons for varying levels 
of coverage are diverse, and unequal coverage does not 
inherently constitute a systemic risk.

For the purpose of this report, asymmetric amplification 
in the context of elections is defined as the unequal 
distribution of political content caused by algorith-
mic ranking systems that surface some content 
more than others when compared to a neutral or 
alternative baseline.

Asymmetric amplification can appear on personalised 
user feeds, suggested accounts to follow, search engine 
result rankings, autocomplete suggestions or any oth-
er element of a platform where suggestions to users are 
generated algorithmically. It can play an important role 
during elections, as even small changes in visibility may 
influence how political information reaches voters. The 
DSA identifies several election-relevant risks as potentially 
systemic. These include disruptions to electoral process-
es, civic discourse and citizens’ ability to access reliable 
information when making political choices. Asymmetric 
amplification can interact with these risks in multiple ways, 
yet it remains uncertain when such dynamics rise to the 
threshold of systemic concern under Art. 34 and 35 DSA. 

3.2  Risks linked to asymmetric amplification: 
systemic relevance?
Digital platforms are an important source for accessing 
information37 and can influence individual opinion for-
mation.38 This entails the risk that algorithmic distortions 
can have systemic implications on electoral fairness and 
democratic legitimacy.39 If platforms disproportionately 
amplify sensationalist, extreme or divisive content, this 
could deepen societal polarisation.40 Furthermore, if algo-
rithms asymmetrically amplify some political actors while 
de-amplifying others, it could significantly influence voters’ 
knowledge and attitudes towards candidates. 

So far, research has found evidence for asymmetries in 
content distribution on several major platforms. Research 
on X (formerly Twitter) found that in “six out of seven coun-
tries studied, the mainstream political right enjoys higher 
algorithmic amplification than the mainstream political 

left”.41 Other studies found asymmetries in content distri-
bution and skews towards Republican content on TikTok  
during the 2024 presential election.42 And studies on You-
Tube found skews towards both left-leaning content in 
the US between December 2022 and January 2023 on 
the platform,43 as well as towards  far-right content over 
a two-week period in January/February 2019.44 Another 
study found that YouTube would direct right-leaning users 
in particular to ideologically biased and increasingly radical 
content.45 This dynamic may not only privilege certain 
voices but also effectively silence others. 

The risks extend to broader societal concerns, including 
the targeted dissemination of misleading information 
about voting procedures. In electoral contexts, this repre-
sents a further pathway through which asymmetric ampli-
fication can translate into concrete harm. Such practices 
can generate confusion, depress participation or even 
suppress turnout among specific communities. Research 
on what Cirone and Hobbs (2023) call “asymmetric flood-
ing” illustrates this dynamic: targeted communities are 
inundated with large volumes of apolitical or distracting 
content, exploiting how recommender systems prioritise 
recency, volume and engagement. By doing so, coor-
dinated influence campaigns can crowd out mobilising 
political information and suppress participation.46 These 
dynamics highlight the wider risk that algorithms can 
be manipulated by users or malicious actors, potentially 
through botnets or automation.47

Asymmetric amplification has further been linked to 
the elevated presence of polarising rhetoric,48 reduced 
exposure to diverse viewpoints,49 and the circulation of 
misinformation50 or hateful narratives (particularly during 
periods of heightened political tension). For example, Bail 
(2021) argues that social media could act as a “prism” 
refracting identities, creating distorted perceptions of 
society by amplifying extremists and silencing mod-
erates.51 This can contribute to perceived polarisation 
by portraying politicians and parties as more extreme 
than they actually are.52 A reason could lie in the very 
design of recommender systems as “[e]ngagement-based 
ranking rewards conflict creators over bridge builders”.53  
A study on X compared a reverse-chronological baseline 
to the platform’s engagement-based timeline.54 It found 
that emotionally charged content hostile towards politi-
cal out-groups was relatively amplified; this was despite 
users reporting that such posts made them feel worse 

10



Bridging Policy and Research under the DSA: A Structured Research Agenda for Identifying Systemic Risks11

about their political output and expressed a preference 
against them.

Some of these concerns are directly reflected in the DSA 
which notes that recommender systems “can have a sig-
nificant impact on the ability of recipients to retrieve and 
interact with information online […]”. It also states that 
“[t]hey also play an important role in the amplification of 
certain messages, the viral dissemination of information 
and the stimulation of online behaviour” (Rec.70 DSA). The 
DSA explicitly addresses the issue of algorithmic amplifi-
cation in its Recitals, stating that “[w]here the algorithmic 
amplification of information contributes to the systemic 
risks, those providers should duly reflect this in their risk 
assessments” (Rec. 84 DSA).

Figure 2: Overview of risks associated with asymmetric amplification.

Recommender systems are defined by the DSA as “fully or 
partially automated system[s] used by an online platform 
to suggest in its online interface specific information to 
recipients of the service or prioritise that information, 
including as a result of a search initiated by the recipi-
ent of the service or otherwise determining the relative 
order or prominence of information displayed” (Art. 3(s) 
DSA). The DSA considers recommender systems as an 
influencing factor for systemic risks (Art. 34(2)(a) DSA), as 
well as a key mitigation measure (Art. 35(1)(d) DSA). Risk 
assessments shall consider whether and how risks are 
“influenced by intentional manipulation of their service, 
including by inauthentic use or automated exploitation of 
the service” (Art. 34(2) DSA). This is not limited to illegal 
content: platforms also need to take into account “how 
their services are used to disseminate or amplify mis-
leading or deceptive content, including disinformation” 
(Rec. 84 DSA). 

As stated in Art. 35 DSA, providers are required to mitigate 
such risks sufficiently. This explicitly includes the testing 
and adapting of recommender systems, to “correct the cri-
teria used in their recommendations” (Rec.88 DSA) and to 
“prevent or minimise biases that lead to […] discrimination 
of persons in vulnerable situations” (Rec. 94 DSA). In its 
guidelines on the mitigation of systemic risks for electoral 
processes, the European Commission has provided further 
guidance on potential measures. These include, among 
others, ensuring that recommender systems are designed 
and adjusted to give users meaningful choices and control 
over their feeds, with due regard for media diversity and 
pluralism. Other measures include the limited amplifi-
cation of deceptive content and red-teaming exercises 
to identify potential risks, such as those stemming from 
biases. Although not legally binding, the guidelines set 
out best practices and potential mitigation measures to 
help providers of VLOPs and VLOSEs comply with Art. 35 of 
the DSA. They serve as a key reference point for assessing 
the adequacy of mitigation measures under Art. 35 DSA.

This highlights that risks falling under the umbrella  
of asymmetric amplification can also be included in the 
scope of the DSA as potential systemic risks to identify and 
assess (Art. 34 DSA), as well as to mitigate (Art. 35 DSA). 

While the DSA clearly recognises the potential adverse role 
of algorithms, the empirical evidence presented above 
still falls short of establishing systemicness. The main 
challenge is that recommender systems do not operate 
in isolation. Amplification outcomes are shaped by both 
supply (in this case posts from political candidates) and 
user demand. Hence, proving that the reason for asym-
metric amplification lies in the algorithmic design is hardly 
possible in the current data access environment. 

A further limitation is that each study represents a single 
data point. Their findings may be contradictory, shaped 
by distinct methodological choices or simply not compa-
rable, which produces an overall inconclusive picture. If 
there is a reasonable suspicion that asymmetric amplifica-
tion could be linked to systemic risks, the question arises 
of how researchers can generate the evidence needed 
for regulators to make this judgement. 

Asymmetric  
amplification

Risks associated with  
asymmetric amplification

Distorting public  
perception

Deepening of societal 
polarisation

Eroding foundations  
of democratic discourse

Negatively impacting 
mental health
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4.1 Introduction of the agenda
The research agenda is a structured framework that or-
ganises the many different types of evidence researchers 
produce into a clear and comparable format. It translates 
the broad ideas of the DSA into concrete analytical dimen-
sions, using two concepts rooted in the act: severity and 
likelihood. This approach provides a common structure 
for researchers to locate their findings within a shared 
analytical map. It also allows regulators to understand 
how individual studies relate to one another. 

It is not the intention of this agenda to determine whether 
a given risk is systemic - a judgement that lies with regula-
tors and, where contested, the courts. Instead, it clarifies 
the empirical evidence, methodological approaches and 
analytical reasoning needed to support such regulatory 
decisions. This helps ensure platform risk assessments 
are transparent and evidence-based, allowing regulators 
to situate studies within a broader analytical framework 
and enabling researchers to contribute their findings to a 
shared body of evidence. 

Structuring the agenda, severity and likelihood consti-
tute the central concepts in the presented approach.  
Art. 34 DSA requires platforms to identify potential neg-
ative effects arising from their systems, and Rec. 85 DSA 
explicitly anchors likelihood assessments in historical or 
evidence-based analysis. These concepts also mirror in-
ternational risk assessment standards used by regulators, 
industry, academia and civil society, including Ofcom’s 
Online Safety guidance55, the World Economic Forum’s 
Global Coalition for Digital Safety56, ISO 3100057 and estab-
lished human rights impact assessment methodologies.58

To make these concepts more usable for empirical re-
search, the agenda translates severity into three analyt-
ical dimensions. These dimensions are scale, scope and 
remediability. They are widely used in rights-based due 
diligence and align with the DSA’s requirements.59 

The agenda also translates likelihood into three comple-
mentary dimensions. This reflects the DSA’s emphasis 
on understanding the probability of risks materialising, 
including through evidence-based assessments grounded 
in historical data. These dimensions are platform charac-
teristics, historical patterns and contextual factors. 

The six dimensions operationalise the DSA’s core risk 
assessment logic as set out in Art. 34 DSA and Recitals 
79 and 85. They support a consistent interpretation of 
observable signals across datasets, platforms and risk 
categories.

Table 1: Overview of the methodology-driven risk assessment 
framework.

These six dimensions provide a structured way to gather, 
compare and interpret evidence relevant to a systemic 
risk analysis. While they cannot alone determine if a risk 
is systemic, they help reveal where patterns of system-
icness may emerge. As such, they can highlight whether 
evidence is sufficient to support regulatory conclusions.

Figure 3: Risk matrix with levels of likelihood and severity.60 

4. �Introduction of the research agenda and its  
implementation in practice 

Severity 

Scale identifies how wide-
spread or intensive a poten-
tial effect is,

scope identifies whose rights, 
interests or communities 
may be affected,

remediability assesses how 
preventable or correctable 
the effects are, given plat-
form design, architecture and 
policy choices.

Likelihood

Platform characteristics 
identify how the design and 
functioning of a service 
influence the probability that 
a risk emerges,

historical patterns capture 
whether similar harms have 
occurred before and wheth-
er past mitigation efforts 
prevented recurrence,

contextual factors reflect 
how external conditions, 
such as elections or crises, 
affect the likelihood that 
certain risks arise.
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Assessing systemic risks requires engaging with both 
severity and likelihood dimensions. For this reason, the 
agenda emphasises the need for a coordinated interplay 
of multiple methodologies, including quantitative, qual-
itative, experimental, architectural and comparative ap-
proaches. Organising these approaches within a shared 
structure allows researchers and regulators to:
 
·  map where evidence is strong or incomplete, 
·  �identify knowledge gaps and information  

asymmetries,
·  �understand how methodological limitations  

shape conclusions and
·  �collectively build a cumulative evidence base that can 

support assessments of systemicness.

4.2  Application of indicators in our case study of 
asymmetric amplification 
Building on the agenda framework developed in section 
4.1, this section focuses on the severity dimension. It also 
exemplifies the implicit assumption of the agenda, as  
identifying an adverse phenomenon is only the starting 
point. A phenomenon becomes relevant from a systemic 
risk perspective not simply because it occurs, but only 
when the risks it produces or enables reach a certain 
severity. Since this section focuses on operationalising 
severity, the analysis centres on the three elements 
through which severity can be evidenced: how large the 
phenomenon is (scale), how far its effects extend across 
users, groups and contexts (scope), and how difficult it is 
to prevent, limit or reverse the associated harms, given 
existing platform architectures and mitigation measures 
(remediability). 

Without clarifying the severity dimension in this way, re-
search on asymmetric amplification risks remains frag-
mented. This can make it difficult for regulators to judge 
when observed patterns may become sufficiently exten-
sive, persistent or consequential to warrant regulatory 
attention. The agenda therefore insists on a plurality of 
complementary measurements rather than a single de-
cisive metric and offers a shared structure for relating 
these measurements to potential regulatory decisions.

The sub-sections that follow therefore do not introduce 
new concepts of risk. They do not attempt to decide 
whether asymmetric amplification already meets the 
DSA’s threshold of systemicness. Instead, they set out 
the types of questions and empirical aspects that studies 
would need to address under each dimension of severity 
to understand how risks emerging from asymmetric am-
plification might become systemic. 

In doing so, they illustrate the complexity of the research 
agenda itself: even when focusing solely on impact, a 
meaningful assessment already presupposes a dense 
set of indicators and lines of inquiry. At the same time, 
by specifying which kinds of indicators would be needed 
under each dimension, the agenda makes it possible to 
locate individual studies within a broader evidentiary grid 
and to see where important questions have not yet been 
addressed or cannot be answered with existing data. After 
this is done, section 4.3 will then link this agenda to the 
methodological toolbox required to answer these ques-
tions in practice and to assemble diverse forms of evidence 
into a coherent basis for regulatory decision-making.
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Indicators for risks associated with asymmetric am-
plification 

Scale  
Scale captures the severity or intensity of the impact that 
a risk may produce, independent of how many people are 
affected. Because asymmetric amplification is not a risk 
in itself but a phenomenon linked to multiple risks, such 
as polarisation, distortions of public discourse or certain 
forms of voter manipulation, the task is to determine how 
asymmetric amplification may intensify these risks under 
different electoral contexts. 

Scale-related indicators help determine how strongly a 
risk linked to asymmetric amplification manifests. For 
instance, if the relevant risk is polarisation, researchers 
might analyse the skewness of public debate by measur-
ing visibility differentials between actors or narratives.61 
Metrics such as impressions, engagement velocity or con-
tent share can quantify the intensity of such imbalances. 

Broader signals of severity often materialise through visi-
bility imbalances. For example, disproportionate exposure 
may be a proxy for exclusion from debate or amplified 
influence by certain actors. This could potentially affect 
opinion formation or democratic fairness.62 This is di-
rectly relevant to the examples in section 3.1. When read 

through the research agenda, such signals can be treated 
as scale-oriented in the matrix that link concrete meas-
urements of visibility to broader questions of democratic 
fairness and rights. 

Crucially, visibility imbalance is only meaningful when 
assessed alongside other dimensions, such as scope and 
remediability, and when considering contextual evidence 
such as inauthentic behaviour or coordinated cross plat-
form activity. Their primary function is to ensure that 
assessments of asymmetric amplification are grounded in 
a plurality of concrete measurements of intensity. These 
can then be combined with other dimensions rather than 
treated as a single decisive threshold.

The following table presents a deliberately broad selection 
of scale-related indicators that researchers can use to 
assess the intensity of asymmetric amplification impact 
across different electoral scenarios. It demonstrates how 
even a limited subset of indicators already spans mul-
tiple analytical traditions and data requirements. This 
underscores the agenda’s central premise that no single 
approach can capture the full severity of amplification 
dynamics. The sources provided in the columns on as-
sociated risks indicators are example studies that aim to 
understand such risks. 
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Dimension	 Indicator (signal)	 Metrics (measures)	 Associated risks to which indicators contribute	

Scale

Content volume 
imbalance: 
disproportionate 
amount of political/
election content from 
one actor/narrative 

Reach asymmetry: 
one actor/narrative 
consistently achieves 
higher reach than 
others

Amplification 
velocity:  
sudden acceleration 
of visibility for certain 
narratives 

This indicator maps which actors or narratives dominate 
the flow of election-related information and can help to 
identify overrepresentation. 
If certain content keeps appearing across time or plat-
forms this could indicate a structural visibility advantage 
that shapes the broader information environment.  
In the context of asymmetric amplification, this indicator 
contributes to the following potential measuring aspects: 
·	� Skewed public discourse where competing  

viewpoints are less visible, 
·	� perception of broad support where little exists  

(manufactured consensus), 
·	� heightened polarisation if one-sided narratives  

saturate feeds,
·	� voter manipulation if one political actor overwhelms 

the information space during sensitive periods.

Reach asymmetry compares content diffusion across 
competing political actors or ideological camps. When 
disparities persist, despite similar posting frequency 
or audience size, this may suggest algorithmic bias, 
network-based boosting or coordinated inauthentic 
behaviour rather than organic user preference.
In the context of asymmetric amplification, this indicator 
contributes to the following potential measuring aspects: 
·	� Disproportionate influence on political  

opinion formation,
·	� distorted marketplaces of ideas where alternative  

narratives have limited reach,
·	� unequal visibility in electoral debates  

(risk of democratic imbalance), 
·	� intensified polarisation if extreme narratives  

gain amplified reach.

Amplification velocity measures how quickly election 
narratives gain traction, marked by sudden visibility 
spikes. Rapid surges indicate possible algorithmic pro-
motion or coordinated boosting, highlighting brief but 
intense bursts that can shape public discourse during 
critical election periods.
In the context of asymmetric amplification, this indicator 
contributes to the following potential measuring aspects:
·	� Rapid spread of misleading or harmful content  

before moderation reacts,
·	� accelerated diffusion of voter suppression messages, 
·	� emotional reactions and waves of outrage contributing 

to polarisation, 
·	� agenda hijacking during election cycles or crises.

·	� Number of posts, 
comments and hashtags,

·	� content volume by 
actor/party,

·	� percentage share of 
election-related posts.

·	� Impressions,
·	 watch time,
·	� unique viewers,
·	� engagement ratio 

between viewpoints 
(likes/shares/
comments)

·	� Time-to-rapid spread,
·	� posting frequency,
·	� engagement velocity 

metrics (likes/shares, 
per minute/hour).

Continuation next pageTable 2: Overview of indicators and metrics, contributing for measuring scale of asymmetric amplification 
in the context of elections.
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Dimension	 Indicator (signal)	 Metrics (measures)	 Associated risks to which indicators contribute	

Scale

Volume of  
boosted content:  
algorithmic or 
coordinated 
signals amplify 
certain narratives 
disproportionately   

Growth velocity  
of actors:  
rapid expansion of 
political accounts 
benefiting from 
amplification 

This indicator assesses whether amplification is dominat-
ed by top-performing posts. Disproportionate visibility of 
certain actors/narratives may indicate algorithmic bias/
manipulation. This is measured by comparing recom-
mended versus organic reach.
In the context of asymmetric amplification, this indicator 
contributes to the following potential measuring aspects:
·	� Systemic distortion of public debate, 
·	� misleading impression of narrative dominance  

(“amplified realities”),
·	� higher exposure to harmful-but-legal political content,
·	� systemic risk where harmful narratives bypass normal 

friction or scrutiny.

Growth velocity of actors assesses the broader, cumu-
lative impact of amplification by tracking how exposure 
translates into audience expansion.
In the context of asymmetric amplification, this indicator 
contributes to the following potential measuring aspects: 
·	� Biased perceptions of credibility or popularity,
·	� increased dissemination power for actors  

exploiting amplification, 
·	� accelerated mobilisation or radicalisation  

pathways via artificially-inflated influencers, 
·	� unequal competitive conditions in d 

emocratic processes.

Continuation Table 2:

·	� Percentage of top-N 
trending posts/topics 
dominated by one actor,

·	� share of algorithmically 
recommended vs. 
organically reached 
content,

·	� boost intensity (ratio of 
reach via recommender 
vs. follow-based reach).

·	� Percentage of top-N 
trending posts/topics 
dominated by one actor,

·	� share of algorithmically 
recommended vs. 
organically reached 
content,

·	� boost intensity (ratio of 
reach via recommender 
vs. follow-based reach).

Table 2: Overview of indicators and metrics, contributing for measuring scale of asymmetric amplification 
in the context of elections.
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Scope 
This section shows how scope can be operationalised 
when assessing risks associated with asymmetric am-
plification. As previously introduced, scope captures the 
breadth of impact, i.e. how widely a risk manifests across 
communities, geographies, languages or platforms. In 
the context of asymmetric amplification, scope helps 
determine whether amplification effects spread across 
populations and information environments in ways that 
broaden the potential for harm. 

In electoral settings, scope-related indicators allow re-
searchers to assess which groups or regions are most 
exposed to amplified narratives and whether certain com-
munities experience disproportionate influence. Studies 
examining political content recommendations across user 
profiles on TikTok and other platforms show how exposure 
can vary by political orientation, age or region.63 By ana-
lysing audience breakdowns, recommendation patterns 
or demographic exposure ratios, researchers can begin 
to understand which groups are reached by amplification 
reaches and how broadly its effects extend. 

Such measurements help clarify whether the amplifica-
tion patterns, such as the preferential boosting of cer-
tain political actors, affect broader demographic groups. 
They also help identify whether misleading information 
about voting procedures circulates mainly within targeted 
communities or whether it spills into wider population 
segments. This in turn indicates the potential extent of 
voter confusion or suppression.

Scope indicators help determine how far a risk linked to 
asymmetric amplification extends and how many com-
munities may be affected, forming another essential part 
of the broader evidentiary puzzle. If polarising content or 
hostile out-group narratives spread far beyond their ini-
tial audiences, scope indicators help determine whether 
these dynamics are shaping perceptions across entire 
regions or linguistic communities. Similarly, if coordi-
nated tactics such as asymmetric flooding are detected 
across multiple demographic groups rather than isolated 
segments, scope indicators can indicate potential influ-
ence on public discourse or electoral engagement at a 
societal level.

As with scale, indicators of scope do not establish system-
ic risk in isolation. A narrative that spreads widely may sim-
ply reflect organic user interest, platform demographics 
or uneven content production across communities. Scope 
becomes meaningful only when interpreted alongside 
scale and remediability. It should also be considered in 
light of contextual evidence such as coordinated posting, 
foreign-linked activity or synchronised cross-platform 
dissemination.

The following table presents a deliberately varied selec-
tion of scope-related indicators that researchers can use 
to assess how widely asymmetric amplification extends 
across electoral contexts. It illustrates how even a limited 
set of indicators draws on multiple analytical perspectives: 
these include demographic exposure analysis, geographic 
distribution patterns, linguistic reach and cross-platform 
dissemination. 
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Table 3: Overview of indicators and metrics, contributing for measuring scope of asymmetric amplification 
in the context of elections.

Dimension	 Indicator (signal)	 Metrics (measures)	 Associated risks to which indicators contribute	

Scope

Cross-platform 
spread: narratives 
gain traction across 
multiple platforms 

Geographic 
asymmetry: uneven 
amplification across 
regions or foreign 
infiltration   

Cross-platform spread signals the ecosystem-level reach 
of amplified narratives. When identical or near-identical 
content appears across multiple platforms, it may sug-
gest that amplification effects exceed a single service’s 
recommender logic, revealing coordinated dissemination 
or platform spillover effects.  
In the context of asymmetric amplification, this indicator 
contributes to the following potential measuring aspects: 
·	� Wider polarisation as narratives reach new audiences, 
·	� increased visibility of coordinated inauthentic behav-

iour across platforms,
·	� faster and broader diffusion of voter suppression narra-

tives,
·	� agenda manipulation, as fringe or misleading narratives 

gain cross-platform legitimacy.

Geographic asymmetry evaluates whether amplification 
is uneven across regions or whether there are signs of 
foreign interference in domestic information spaces. 
This helps determine whether amplification may distort 
equitable access to political information.  
In the context of asymmetric amplification, this indicator 
contributes to the following potential measuring aspects:
·	� Regionally targeted voter suppression campaigns,
·	� localised polarisation driven by repeated exposure  

to conflict-oriented content,
·	� greater vulnerability to foreign interference in  

specific regions,
·	� socio-political tension where certain areas experience 

disproportionate manipulation.

·	� Cross-platform  
presence index,

·	� cross-platform  
repost ratio,

·	� referral traffic intensity,
·	� topic/hashtag migration 

velocity,
·	� cross-platform narrative 

coherence.

·	� Domestic vs. foreign 
engagement share,

·	� exposure ratio by region,
·	� geographic clustering 

score,
·	� foreign-linked account 

footprint,
·	� regional sensitivity 

index.

Continuation next page
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Dimension	 Indicator (signal)	 Metrics (measures)	 Associated risks to which indicators contribute	

Scope

Demographic skew: 
certain groups exposed 
disproportionately 

Language imbalance:  
stronger amplification 
or weaker moderation 
in some languages/
dialects 

Demographic skew highlights when certain population 
groups (e.g. youth, linguistic minorities or politically 
marginalised communities) suffer disproportionate 
exposure to amplified narratives. Audience metrics 
might reveal unequal information access or targeted 
influence operations.  
In the context of asymmetric amplification, this indicator 
contributes to the following potential measuring aspects:
·	� Targeted voter suppression (e.g. discouraging messag-

es disproportionately shown to youth or minorities),
·	� group-specific polarisation as certain communities 

receive more intense exposure,
·	� discriminatory harms if harmful narratives about  

protected groups gain disproportionate reach,
·	� entrenched misinformation within particular  

demographic segments. 

Language imbalance captures how differences in  
content moderation capacity or algorithmic behaviour 
across languages and dialects can expose speakers 
of under-resourced languages to greater amounts of 
unlabelled or harmful content, resulting in structural 
asymmetric amplification.
In the context of asymmetric amplification, this indicator 
contributes to the following potential measuring aspects:
·	� Higher visibility of harmful or misleading narratives in 

under-moderated languages,
·	� increased spread of political manipulation or disinfor-

mation targeting linguistic minorities,
·	� unequal protection from hate speech across language 

communities,
·	� amplified polarisation where harmful narratives persist 

in specific linguistic groups.

·	� Exposure ratio per 
demographic group,

·	� reach concentration 
index,

·	� engagement asymmetry,
·	� group-level sentiment 

shift after amplification 
spikes.

·	� Volume of harmful/
violating content per 
language,

·	� moderation lag times 
across languages,

·	� labelling accuracy by 
language,

·	� share of unlabelled/
unremoved content by 
language,

·	� amplification differences 
by language,

·	� safety resource ratio 
(staff and automated 
detection coverage).

Table 3: Overview of indicators and metrics, contributing for measuring scope of asymmetric amplification 
in the context of elections.

Continuation Table 3:
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Remediability 
Remediability captures how feasible it is to correct or 
reverse the negative effects of a risk. This includes how 
quickly platforms can intervene, how effective these in-
terventions are and how long they last. In the context of 
asymmetric amplification, the core question is whether 
platforms can detect, limit and undo amplification dy-
namics once they occur, particularly in the time-sensitive 
environment of elections. Low remediability indicates that 
harmful amplification persists despite interventions, in-
creasing the severity of the risk and its systemic potential. 

In electoral contexts, remediability-related indicators help 
determine whether platforms can meaningfully mitigate 
the risks associated with asymmetric amplification. This 
involves assessing the timeliness of detection, the effec-
tiveness of moderation or design adjustments and the 
likelihood that harmful narratives resurface even after ac-
tion is taken. Experimental studies that test the impact of 
algorithmic versus chronological feeds illustrate one way 
researchers can assess the remediability of amplification 
dynamics. For example, switching users from personal-
ised to chronological feeds allows researchers to observe 
whether amplification effects can be reduced through 
design interventions and how such changes affect user 
attitudes and behaviour, as shown in a study on Facebook 
and Instagram during the 2020 US election.64 

 

These types of measurements help clarify, for instance, 
whether platforms can meaningfully dampen the ampli-
fication of hostile out-group rhetoric or sensationalist 
political content described in section 3.2, or whether 
such narratives rapidly reappear despite corrective de-
sign changes. They also help assess whether misleading 
electoral information resurfaces after removal, which is 
critical for understanding the extent to which voter sup-
pression or confusion risks can genuinely be mitigated 
in practice.
As with scale and scope, remediability indicators must be 
interpreted in context. Delays or limitations in mitigation 
may stem from operational constraints, adversarial ad-
aptation, or technical limitations, rather than intentional 
design. The following table therefore presents a focused 
selection of remediability-related indicators that research-
ers can use to evaluate how reversible or persistent am-
plification effects are in electoral scenarios. 
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Dimension	 Indicator (signal)	 Metrics (measures)	 Associated risks to which indicators contribute	

Remediability

Moderation success/
failure: extent to 
which amplification of 
content that breaks 
platform’s policies is 
corrected

Persistence of 
harmful content: 
whether removed/
demoted content 
remains impactful

Recurrence of 
narratives:  
harmful content/
narratives resurface 
repeatedly

Moderation success or failure measures whether harmful 
amplification is effectively reduced after detection. 
Persistent spread of labelled or corrected content can 
signal weak enforcement or limited algorithmic reach 
reduction. 
In the context of asymmetric amplification, this indicator 
contributes to the following potential measuring aspects:
·	� Prolonged exposure to harmful narratives,  

increasing downstream impact, 
·	� persistent visibility advantages for actors  

benefiting from amplification,
·	� accelerated spread during sensitive moments  

(e.g., elections),
·	� structural bias where some content types  

remain amplified longer.

Persistence of harmful content reflects how long audi-
ences remain exposed. Even after removal or demotion, 
narratives can persist via mirrors, screenshots, or reposts, 
highlighting the temporal limits of platform mitigation.
In the context of asymmetric amplification, this indicator 
contributes to the following potential measuring aspects:
·	� Sustained influence of harmful narratives  

despite interventions,
·	� difficulty containing virality of manipulated  

political content,
·	� further polarisation if content reappears in new forms,
·	� undermining of trust in platform enforcement.

Narratives recur when previously mitigated content reap-
pears, often altered or reposted. It signals that modera-
tion may be insufficient and revealing potential structural 
weaknesses in detection or enforcement. 
In the context of asymmetric amplification, this indicator 
contributes to the following potential measuring aspects:
·	� Cyclical resurfacing of harmful political narratives
·	� reactivation of coordinated networks or  

banned actors,
·	� long-term entrenchment of misinformation,
·	� challenges in preventing repeated election  

interference.

·	� Percentage of flagged 
content labelled/
removed,

·	� ratio of labelled 
content that continues 
spreading,

·	� time harmful content 
remains visible.

·	� Reappearance of 
removed content 
(mirrors, screenshots)

·	� visibility after “shadow 
removals”,

·	� residual engagement 
after downranking.

·	� Frequency of reposts/
duplicates,

·	� reactivation of banned 
accounts,

·	� cyclical patterns in 
narrative reappearance.

Continuation next pageTable 4: Overview of indicators and metrics, contributing for measuring remediability of asymmetric 
amplification in the context of elections.
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Dimension	 Indicator (signal)	 Metrics (measures)	 Associated risks to which indicators contribute	    

Remediability

Policy efficacy: 
whether interventions 
reduce amplification 
asymmetries

Effectiveness of 
user reporting 
and removal tools: 
whether users can 
meaningfully  
flag harm

Policy 
responsiveness: 
speed and consistency 
of enforcement

Policy efficacy evaluates whether platform interventions 
such as fact-checking labels effectively reduce amplifica-
tion asymmetries in measurable ways. 
In the context of asymmetric amplification, this indicator 
contributes to the following potential measuring aspects:
·	� Continued high reach of harmful/false content,
·	� unequal enforcement across actors or narratives,
·	� limited impact of corrective measures during crises or 

elections, 
·	� algorithmic systems reinforcing amplification instead 

of mitigating it.

Effectiveness of user reporting and removal tools evalu-
ates the agency of users in addressing amplified harms 
to assess whether reporting mechanisms function as 
meaningful remediation channels or remain symbolic.  
In the context of asymmetric amplification, this indicator 
contributes to the following potential measuring aspects:              
·	 Slower response times to harmful narratives,
·	� inconsistent removal of damaging political or hateful 

content,
·	 frustration or loss of trust among users,
·	� disproportionate harm to vulnerable groups who rely 

more on reporting.

Policy responsiveness measures the speed and con-
sistency of enforcement, particularly during sensitive 
periods such as elections.  Slow, inconsistent or elec-
tion-specific enforcement can allow harmful narratives to 
spread unchecked. 
In the context of asymmetric amplification, this indicator 
contributes to the following potential measuring aspects:
·	� Higher reach of harmful content during critical periods,
·	� geographic, linguistic or political enforcement  

disparities,
·	� strategic exploitation by malicious actors aware of 

platform delays,
·	� reduced user trust in the fairness of enforcement.

·	� Impact of fact-checking 
labels on shares,

·	� algorithmic downranking 
effects,

·	� reduction in 
engagement after 
interventions.

·	� Average time-to-
takedown after report,

·	� user satisfaction with 
reporting outcomes,

·	� share of reports  
acted on.

·	� Platform response time 
during elections,

·	� appeal outcomes,
·	� enforcement 

consistency across 
regions/languages,

·	� responsiveness before 
vs. after elections.

Table 4: Overview of indicators and metrics, contributing for measuring remediability of asymmetric 
amplification in the context of elections.

Continuation Table 4:
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Taken together, the indicators across scale, scope and 
remediability show that assessing the systemic potential 
of asymmetric amplification does not require inventing 
new methodologies. It involves assembling a diverse set 
of existing methods, datasets, and analytical tools, each 
illuminating a different facet of the risk. 

No single indicator can determine systemicness; it emerg-
es only when signals across these dimensions are inter-
preted in context, alongside evidence of adversarial be-
haviour, platform design effects and electoral timing. This 
multiplicity of methods is not a weakness but a necessary 
feature of systemic-risk assessment under the DSA. 

4.3  Technical implementation of indicators 
The introduced research agenda provides a conceptual 
framework to structure empirical research findings. Its im-
plementation, however, is currently limited by the actual 
research environment under the DSA. In this section, we 
argue that the research agenda cannot rely on a single 
methodological pathway. Instead, evidence has to rely on 
a variety of methods to deal with the constraints in the re-
search environment and the complexity of systemicness. 
 
4.4  Observational vs. experimental approaches
Because the indicators discussed further above capture 
different kinds of evidence, analysing them requires multi-
ple methodological approaches. Indicators linked to scale 
often rely on descriptive information that reflects how am-
plification unfolds on platforms. This type of information 
can be obtained through observational approaches: these 
use systematic, non-interventionist methods such as 
descriptive statistical analysis, temporal activity mapping 
or network analysis to document how content appears, 
circulates and gains visibility. Such approaches reveal visi-
bility imbalances or circulation patterns and are well suited 
for indicators such as content volume imbalance, reach 
asymmetry, amplification velocity or growth velocity. 

Observational approaches commonly include descriptive 
comparisons such as average views or retweets across 
different political actors, as well as network analyses that 
identify which communities were exposed to which posts 
during a given political event (e.g. a protest).65 Such ap-
proaches do not introduce any intervention by the re-
searcher (apart from the decisions, researchers need to 
take during the data collection process) and therefore 
reflect amplification as captured through available data. 
Thus, these techniques build a granular picture of the 
distribution, spread or intensity of amplification but do 
not explain why these patterns arise.

Observational approaches

Descriptive statistics offer a systematic way to sum-
marise and interpret patterns within social media data, 
helping to capture how different types of political con-
tent are distributed across user experiences. They allow 
for an overview of the general presence of political 
material within users’ feeds and enable comparisons 
between user groups in their exposure to different par-
ties or viewpoints. By focusing on averages, proportions 
and distributions, descriptive analyses can reveal how 
frequently users encounter political videos, how expo-
sure differs between supporters and non-supporters of 
specific parties and how overall visibility of party-related 
content varies across the platform. 

Other indicators address questions that observational 
approaches cannot answer. For example, those indica-
tors that aim to capture who is affected by amplification, 
or whether certain patterns could be reversed, require 
evidence on mechanisms that observational data do 
not reveal. These questions require controlled variation, 
which is central to experimental approaches. Experimental 
methods deliberately manipulate and simulate user char-
acteristics or platform conditions to observe how changes 
in inputs produce changes in exposure outcomes. 
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Experimental approaches 

Experiments are a method that test causal relation-
ships by systematically manipulating one or more varia-
bles and observing their effects on another variable. In a 
typical experiment, participants are randomly assigned 
to two different groups: a control group that experienc-
es standard or baseline conditions, and one or more 
treatment groups that are exposed to a specific inter-
vention or altered condition. By comparing outcomes 
between these groups, researchers can determine 
whether the treatment caused any observed differ-
ences. Experiments are often combined with surveys 
that allow researchers to get information on the user 
experience before and after the treatment. 

Different types of experiments include A/B-testing, 
Simulation-based experiments66, offline experiments 
and crowdsourced experiments.67

Figure 4: Overview experimental set-up.

Another research approach refers to the use of sock-pup-
pet accounts, that is artificial user profiles with predefined 
attributes or behavioural scripts. They enable researchers 
to test how recommender systems respond to system-
atically varied user signals by e.g. comparing how users 
with varying political preferences are recommended or 
shown content.68 

Sock-puppet accounts

Sock-puppet accounts (or simply sock-puppets) are 
artificial online accounts that imitate real user behav-
iour and are controlled by individuals or organisations. 
While they can be used deceptively, they can also serve 
legitimate research purposes. In algorithmic auditing, 
researchers use sock-puppet accounts to test what 
content platforms recommend to different users. Ac-
counts with varying characteristics (e.g., gender, lo-
cation, political orientation) can be used to compare 
personalised feeds and analyse how these traits shape 
recommendation outcomes. 

Studies typically create control accounts (neutral pro-
files) and treatment accounts (profiles with specific 
attributes, which are trained to behave according to 
predefined interests). The training can be conducted 
either manually (e.g. users scrolling according to rules) 
or automatically (e.g. bots watching selected political 
content). Control accounts receive no such training. 
In the last stage, researchers either manually or auto-
matically scroll through a feed with the conditioned 
accounts. The content shown to the sock-puppet ac-
counts constitutes the outcome data which can then 
be further analysed.

Figure 5: Overview set-up for sock-puppets. 

Set-up

Treatment 
rroup EffectTreatment

No Treatment
Control
group Baseline

OutcomeTesting

Sock-puppet audit

1. ��New account 
set-up

2. �Conditioning  
and testing

Conditioned accounts

Watchlist/curated feed

Baseline 
account

3. �Data collection



Bridging Policy and Research under the DSA: A Structured Research Agenda for Identifying Systemic Risks25

While the data collection with sock-puppet accounts al-
lows researchers to simulate user experiences, it is im-
portant to note the limitations that come with this ap-
proach. First, human user behaviour might deviate from 
the simulated user behaviour, which heavily depends on 
the training decisions the researchers take. And second, 
researchers cannot test for the effects of exposure to 
certain content types (e.g. political content) on political 
attitudes. For this reason, experiments with actual users 
are needed. 

One example is the previously referenced study on Face-
book and Instagram during the 2020 US presidential elec-
tion campaign. Although participants who were assigned 
chronological feeds spent less time on the platforms, the 
experiment did not detect significant changes in politi-
cal attitudes or knowledge.69 The experiment therefore 
allowed researchers to understand behavioural respon-
siveness and behavioural stability in ways that neither 
simulated accounts nor purely observational designs 
can capture.

Experimental approaches in general are essential for 
indicators connected to remediability. They allow re-
searchers to test whether changes in platform design, 
moderation settings or ranking systems materially alter 
user experiences or downstream outcomes. They also 
support scope-related indicators by showing how different 
groups of real users respond to the same interventions, 
revealing whether platform adjustments have uneven 
effects across communities. 

4.5  Why data collection requires multiple tools: the 
reality of access constraints
The need for multiple methodological approaches often 
begins before the analysis stage as the data environment 
itself is fragmented. Although the DSA provides a formal 
framework for researcher access under Art. 40(12) and 
40(4) DSA, in practice, access to data remains constrained. 
Procedures for non-public data have only recently begun, 
and public APIs often do not expose the datapoints that 
the indicators require. Even well-functioning APIs provide 
only partial visibility into the data necessary to support 
indicators across scale, scope and remediability. 

Research APIs

Research APIs are a type of application programming 
interface (API) that provides structured access to data 
for the purpose of academic or civil society research. 
APIs are often accessible through HTTP requests, the 
basic protocol of the internet. They rely on a small set 
of standards operations. 

API providers, in this case platforms that make their data 
accessible through an API, define a resource endpoint 
(e.g. http://research.api/posts?hashtag=btw2025) 
where information about specific data objects, such 
as posts, can be retrieved. In this example, the request 
would return a list of metadata (meaning descriptive 
information about each post such as timestamps and 
number of likes) that contains all posts containing this 
hashtag in a structured format. 

Queries can also include multiple constraints, meaning 
researchers can filter the data they request by adding 
specific conditions. These conditions might limit results 
to posts published within a certain time period. Com-
bining such constraints allows researchers to narrow 
down large datasets to only the most relevant material. 
To manage large data volumes, APIs typically return 
results in batches (or “pages”), rather than delivering 
the full dataset in a single response.

Figure 6: Overview of the process for obtaining data access via the 
research API.

Research API

Researcher

Data 
request

Platform API Database

Gives 
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Accesses 
data
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For scale, for example, APIs often deliver only basic en-
gagement metrics; they do not provide impressions, 
unique viewers or complete content volumes. For scope, 
essential datapoints such as demographic breakdowns, 
geographic reach or cross-platform diffusion are not sys-
tematically available. For remediability, information on en-
forcement accuracy, response times, internal escalation 
or the presence of downranking and shadow removals is 
not accessible externally. Hence, these gaps affect every 
indicator class and create a structural mismatch between 
what the APIs provide and what systemic risk assessment 
according to the above illustrated agenda requires. These 
limitations mean that indicators cannot be supported by 
API data alone.
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Table 5: Overview of datapoints commonly available through APIs and those frequently absent, 
categorised by impact dimension and indicator.

Dimension	 Indicators	 Typically available via APIs	 Commonly missing/restricted	

Scope

Remediability

Scale Content volume 
imbalance

Reach asymmetry

Amplification velocity

Volume of boosted 
content

Growth velocity  
of actors

Cross-platform spread

Geographic asymmetry

Demographic skew

Language imbalance

Moderation success/
failure

Persistence of harmful 
content

Recurrence of narratives

Policy efficacy

Effectiveness of user 
reporting/removal tools

Policy responsiveness

Hard caps on full-volume access, deleted/
edited posts not systematically exposed

Impressions, watch-time, click-through data, 
unique viewers

Latency in API feeds, real-time virality signals

Hidden boosts (algorithmic prioritisation,  
bot amplification not visible)

Detailed follower growth over time, shadow- 
followers, un-follow dynamics

Cross-platform reposting metrics, systematic 
visibility into coordinated campaigns

Systematic geo-data, inferred location of 
users, geographic reach of impressions

Verified demographic breakdowns, ad-target-
ing demographics, audience composition

Multilingual amplification visibility  
(esp. low-resource languages, dialects)

Enforcement accuracy (false positives/ 
negatives), moderation decisions’ rationale

Shadow removals, de-boosting, downranking 
not exposed

Cross-post recurrences, recycling of memes/
images across accounts

Granular per-content/per-user policy  
enforcement data

Internal responsiveness, time-to-takedown, 
complaint outcomes

Internal escalation data, appeals handling, 
systemic responsiveness

Number of posts, comments, hashtags 
retrieved, API query counts

Engagement counts (likes, retweets/ 
shares, comments)

Timestamps of posts/interactions  
→ possible to infer posting speed

Shares/retweets counts (sometimes  
top-shared content endpoints)

Follower counts (sometimes available)

Outbound links, hashtags, mentions of  
other platforms

Sometimes geotags on posts  
(if user opts in)

Limited: inferred from self-disclosed profile 
info (age, gender rarely exposed)

Text language field (often auto-detected  
by platform)

Labels on content (fact-check,  
misinformation, sensitive content)

Content status (available/deleted)  
sometimes retrievable

Ability to track re-posted or duplicate  
content via IDs

Some transparency reports (aggregate)

Rarely exposed (only if users share reports)

Occasional transparency reporting
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These gaps are not merely technical inconveniences. They 
directly limit the ability of researchers and regulators to 
assess asymmetric amplification along the three required 
systemic-risk dimensions. Missing data on impressions 
and reach restrict assessments of scale; absent demo-
graphic, linguistic or cross-platform signals inhibit eval-
uation of scope; and missing information on moderation 
pipelines or algorithmic adjustments prevents meaningful 
assessment of remediability. 

Scraping, a method used to automatically collect large 
datasets from social media platforms, can partially com-
pensate for these gaps: the technique enables collecting 
information that is publicly visible on platforms but not 
exposed through APIs. For example, it can help infer signals 
such as geographic clustering or approximate audience 
characteristics. However, scraping also faces significant 
limitations. It depends on the stability of platform interfac-
es, which can change without notice. It does not provide 
access to internal processes or hidden ranking mecha-
nisms. It cannot capture metrics that platforms do not 
display at all, including time-to-takedown or algorithmic 
downranking. Furthermore, scraping often operates under 
technical and legal constraints; its coverage may remain 
incomplete when platforms restrict automated access. 

Data donation is a data collection method based on vol-
untary contributions of personal platform data by users 
for research purposes. It can play a complementary role 
by providing information that only users can supply. Data 
donations offer access to feeds, recommendations and 
reporting interactions that cannot be reconstructed from 
external observation. This makes data donations particu-
larly relevant for indicators related to remediability and 
aspects of scope that depend on user-level exposure. 
These methods, however, also have inherent limitations. 
They rely on users being able to export their data easily or 
on tools such as browser plugins that often function only 
on desktop devices. Participation is voluntary, which can 
introduce selection effects. Donations also cannot reveal 
information that platforms do not include in user-acces-
sible data exports, such as internal moderation decisions 
or hidden ranking adjustments.

Together, these methods respond to the structural limits 
of official access channels. Scraping extends what can 
be observed externally while data donations reveal what 
users encounter directly.  However, platform compliance 
remains necessary for indicators that depend on internal 
processes. No single approach can cover all indicators; only 
a combination of methods can approximate the evidentiary 
requirements the above-mentioned agenda demands. 
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The regulatory framework of the DSA requires VLOPs and 
VLOSEs to identify systemic risks and implement appro-
priate mitigation measures. As this report highlights, the 
term “systemic risks” is intentionally broad, but it leaves 
important questions unanswered, particularly regard-
ing when a risk qualifies as systemic. While this openness 
allows various stakeholders to contribute to the discus-
sion, it also presents challenges for researchers and reg-
ulators in applying the DSA effectively. 

This report derives indicators for the severity of asym-
metric amplification of political content, based on three 
assessment dimensions: scale, scope and remediabil-
ity.  It argues that these three dimensions could serve 
as the guiding elements for a research agenda that sup-
ports researchers in developing relevant research ques-
tions and help them understand which methods they can 
use. It also helps regulators in organising the large amount 
of empirical evidence. Furthermore, given the complexity 
of systemicness, a mosaic of evidence drawing on diverse 
methods is required. It is important to note that the report 
does not intend to present any specific benchmarks or 
thresholds that would define when a risk becomes sys-
temic. It also does not make any claims on whether risks 
associated with asymmetric amplification would qualify 
as systemic. Decisions on concrete benchmarks will ulti-
mately be up to regulators and, where contested, courts.  

Although the research agenda focuses on asymmet-
ric amplification of political content as a phenomenon 
associated with a variety of risks to civic discourse, it is 
not limited to this category of risks. The suggestion to 
operationalise severity and likelihood of risks through 
indicators to structure evidence on when a risk becomes 
systemic is readily applicable to risks from other risk cate-
gories. The tables in section 4.2 may serve as an exemplary 
template for the dimensions linked to the severity of risks. 
Also, we argue that a multiplicity of methods is needed 
to cover indicators from the three dimensions applies to 
all types of risks. To prove the systemicness of any kind 
of risk, no single study or metric can sufficiently provide 
the diverse forms of evidence needed.  

 

Limitations
Even though methodological diversity and comprehen-
sive evidence are critical for advancing risk analysis, 
practical implementation remains difficult due to the 
restrictive conditions shaping today’s research land-
scape. Researchers are often constrained by short project 
durations or a lack of funding for more extensive methods 
such as experiments. Additionally, as discussed in sec-
tion 4.5, missing or limited data access due to a contest-
ed understanding and differing interpretations of what 
qualifies as publicly available data significantly hinders 
researchers in fulfilling their role as foreseen in the DSA. In 
the case of ISD research conducted in the context of this 
project, data access provided through the Virtual Compute 
Environment was so limited that it ultimately could not 
be used for the intended research purposes.70

Finally, at a more conceptual level, this report assumes that 
complex risk categories, such as civic discourse, can be 
operationalised, and will be further defined in an exchange 
with different DSA stakeholders including researchers and 
CSOs. This presupposes a shared understanding of what 
kind of civic discourse societies would like to ultimately 
reach. However, such questions are inherently normative 
and cannot be answered only by evaluating empirical ev-
idence.71 

Recommendations
In order to address such limitations for future work and 
to translate the suggested research agenda into practice 
this report recommends taking the following measures. 

1. �EU institutions and member state governments 
are recommended to ensure long-term funding 
for researchers  

High-quality research takes time and resources. Experi-
ments, for example, produce valuable insights into user 
behaviour on VLOPs and VLOSEs but are resource-intensive 
due to the complex set-up required. Also, going beyond an-
ecdotal evidence would require measuring indicators such 
as those set out in this report over a longer timeframe to 
assess and evaluate data meaningfully. It is therefore rec-
ommended to expand funding for long-term research pro-
jects at both the European Union level through initiatives 
from EU institutions, and the national level via member 
state governments, to provide the stability needed to pro-
duce valuable research outputs.

5. �Conclusion
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2.  �EU regulators should adopt a harmonised,  

broad definition of public data

High-quality research can only produce reliable results 
with reliable data. As seen in section 4.5, VLOPs and  
VLOSEs currently interpret Art. 40 (12) of the DSA in dif-
ferent ways, resulting in the provision of inconsistent data 
points. Regulators should adopt a harmonised, broad defi-
nition of public data, covering all content and metadata 
that an ordinary user can view, including when logged in, 
and mandate stable machine-readable access (e.g. APIs) 
to these data. 

3.  �EU regulators should leverage investigatory 
powers to foster meaningful transparency  

VLOPs and VLOSEs themselves hold  the most de-
tailed evidence on asymmetric amplification and oth-
er hard-to-research  potential risks, as documents 
published from whistleblowers like Frances Haugen il-
lustrate. While researchers have their role to play, this 
report recommends that regulators leverage their in-
vestigatory powers as much as possible to access such 
information and share findings externally in adequate 
ways, if possible. Moreover, we recommend platforms 
and regulators to disclose more information on both the 
investigations as well as the risk assessments (e.g. metrics 
and benchmarks used in the risk assessments, which are 
currently confidential), to allow researchers to fulfill their 
functions in the context of the DSA. 

4. �Structured collaboration between the DSCs Board, 
the European Commission and researchers 

Stakeholder engagement, as foreseen in the DSA, requires 
ongoing and structured exchange. The first report of the 
European Board for Digital Services already recognises 
that a stronger engagement with external stakeholders, 
including researchers is planned for 2026. To ensure that 
the work of the different actors is well aligned, this report 
recommends strengthening collaboration between the 
DSCs Board, the European Commission and the research 
community. One practical step could be a joint workshop 
where stakeholders review the current state of literature,  
identify critical knowledge gaps and prioritise areas for 
further investigation. The research agenda proposed in this 
report could serve as a starting point for such a discussion.
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