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Executive summary

The internet provides an incredible number of
benefits and opportunities, from unfettered

global connectivity to unparalleled convenience

in our daily lives. A world of information and
entertainment now lies at our fingertips. Digital
technology has transformed the way that people
explore, learn and create in new and exciting ways.
It is no surprise then that these technologies are
central to our lives: 90% of UK households now have
internet access,' and 89% of adults living in the UK
use the internet at least weekly.?

Young people in particular enjoy the numerous
advantages the digital world offers, whether by using it
as a means of education, a way to connect with family,
friends or new people, or to boost self-esteem by finding
inspiration online. They are also among the most prolific
users of the internet: according to Ofcom, 97% of 8—15
year olds go online each week for 14—21 hours.® AlImost
40% of British 15 year olds are spending over six hours
online every day.*

But with any new technology, in addition to the benefits
it provides, there is the potential forimproper or malign
use. In addition to bringing people together, informing
them and making government data more accessible,
the digital world can also be used by bad actors to
polarise society, harass and manipulate individuals.

As a society, we need to confront these online harms,
which can include everything from divisive hate
speech posts and intimidating acts of cyberbullying, to
misinformation and disinformation.

Young people are especially vulnerable to these harms:
according to the Royal Society for Public Health, over

a third of British 12—15 year olds have encountered
racist, sexist or discriminatory content online,® and 7

in 10 young people have experienced cyberbullying.b
Three-quarters of 12—15 year olds say they are aware of
fake news,’” but only a shocking 2% of children have the
critical literacy skills to determine whether an online
news story is real or fake. Two-thirds of teachers believe
this is causing considerable levels of anxiety in young
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people.® The increase of technology in our daily lives has
exposed the need to build young people’s skills to deal
with new online challenges.

Education and the empowerment of youth has a huge
role to play in tackling these issues. Young people
should be taught how to develop their critical thinking
skills, communicate online in a constructive and
empathetic way, and how to demonstrate positive
behaviours as active digital citizens. To support this
process, Google is working with the Institute for
Strategic Dialogue (ISD) and Parent Zone to deliver
two education programmes that seek to build digital
resilience and citizenship. They aim to increase young
people’s ability to stay safe online, as well as develop the
norms and behaviour that can help to create positive,
pro-social online communities.

Be Internet Legends is a programme for children
aged 7 -11, created by Google in partnership with the
digital family experts at Parent Zone. The programme
is delivered through both an extensive series of
assemblies and through teachers delivering the
curriculum to their students.

Be Internet Citizens is a programme for teenagers
aged 13—15, developed in partnership with ISD, YouTube
Creators for Change, Beatfreeks and expert youth
facilitators. The programme was delivered through a
series of school-based workshops, teacher trainings and
youth worker trainings.

Both programmes are accredited by the PSHE
Association, the national body for promoting personal,
social, health and economic education.

This summary report presents the findings of an impact
and process evaluation of these programmes, designed
to ensure that they reached their target audiences, to
identify whether the programmes helped drive positive
behaviour change in the children and young people that
went through the training, and to provide insights into
what improvements should be made for future delivery.

We also sought to test different models of delivery: the
role of different types of facilitators of each programme,
and their setting (whether in formal or non-formal
education contexts). The evaluation included pre, post
and longitudinal surveys, focus groups, and interviews

with young people, teachers and youth workers. It also
included comparison groups to control for externalities.

Overall, the evaluation found that both programmes
improved the digital citizenship capacities of
participating young people, increasing their knowledge.

Key Findings

Overall, both programmes improved the fundamental
digital citizenship capacities of participating young
people, increasing their knowledge and confidence

on key digital issues. Young people overwhelmingly
found taking part in the programmes to be a positive
and valuable experience, and a majority felt they would
change their behaviour online as a result.

We used three measures to assess the impact of these
programmes:

e Average confidence: digital citizenship programmes
should be delivered to all young people, and we
wanted to measure the extent to which young
people’s overall confidence levels increased as a
result of these programmes. This measure therefore
includes shifts in the overall confidence of the
participant group, calculated through the average
percentage increase or decrease on a 7-point Likert
scale across the entire cohort.

e Assessing individual confidence: ultimately, digital
citizenship programmes are intended to develop
young people who are confident about how to play a
positive role in the online community. We therefore
wanted to measure the change in the number of
individuals who reported high levels of confidence
(selecting 5—7 on the Likert scale) before and after
the programme.

e Using knowledge tests: finally, while confidence
is essential for good digital citizenship, we created
objective measures to test students’ knowledge on
digital citizenship concepts. We measured young
people’s knowledge gains through multiple choice or
open text questions.
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Be Internet Legends

Overall, 8 in 10 primary school children (83%) who
completed the Be Internet Legends programme said
that they would behave differently online as a result of
the lessons.

The largest increases in overall confidence measured in
the participants were observed in children in years 5—6
on how to build a positive digital footprint online (92%),
and years 5—6 in identifying phishing scams (60%).

These were two of the largest increases in individual
confidence following the programme:

e Approximately 9 in 10 children in years 3—4 (88%)
reported being confident to speak to an adult about
things they encounter online after the programme,
compared with under 8 out of 10 (78%) beforehand.

e 7 out of 10 children (71%) in years 5—6 reported
being confident in identifying phishing, compared
with 2.5 of 10 (25%) beforehand.

These were some of the largest increases in tested
knowledge following the programme:

e 8outof 10 children (81%) in years 3—4 demonstrated
knowledge of the key elements of a strong
password after the programme, compared with less
than half (47%) beforehand.

e Approximately 4 out of 10 children (44%) in years
5—6 were able to identify scammers following
the programme, compared with 2 of 10 (25%)
beforehand.

907 §89%

of UK households now
have internet access

of adults living in the
UK use the internet at
least weekly

The lessons model was the most effective for
children participating in Be Internet Legends,
showing that longer sessions with deeper
engagement lead to greater knowledge and skills
gains in children.

Survey results and the interviews with teachers showed
that the lessons model had a greater impact on children
than the assemblies, which were less conducive to
effective teaching and learning. Following the lessons,
participants reported greater enjoyment and a greater
likelihood to use the internet differently than before,
than was reported by children who participated in
assemblies. Responses from teachers emphasised

that lessons allow for more engagement and in-depth
interaction than assemblies, and this is particularly
important when delivering a full and pertinent
curriculum in primary schools, as younger children
require greater attention than older children.
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Be Internet Citizens

Overall, approximately 8 in 10 teenagers (86%) who
participated in the Be Internet Citizens programme

felt they had acquired new skills, 9 in 10 teenagers
(92%) felt they had gained new knowledge, and 7 in
10 teenagers (71%) felt they would behave differently
online as a result of being taught by trained teachers.

The largest increases in overall confidence were
observed in teenagers’ understanding of key concepts,
including echo chambers (122% increase), filter bubbles
(116% increase), scapegoating (79% increase), ‘us’
versus ‘them’ argumentation (26% increase) and ‘fake
news’ (25% increase).

These were some of the largest increases in individual
confidence:

e Approximately 9 in 10 teenagers (88%) were
confident they could identify fake news after being
taught the programme, compared with less than 7
out of 10 (68%) beforehand.

e 7in 10 teenagers (71%) were confident that they
understood filter bubbles, compared with just 1 in
10 teenagers (14%) beforehand.

These were some of the largest increases in tested
knowledge:

e 8in 10 teenagers (81%) could define hate speech
correctly three months after the programme,
compared with 6 in 10 (65%) beforehand.

e 7in 10 teenagers (71%) were able to identify
fake news three months after the programme,
compared with 4 out of 10 (42%) beforehand.

The train-the-trainer model was the most effective
for teenagers participating in Be Internet Citizens;
they gained and retained stronger knowledge

and skills three months later after being taught
the curriculum by teachers and youth workers,
compared with the school workshop model.

The programme had particularly successful outcomes
for teenagers involved in the teacher and youth

workers model of delivery, suggesting that digital
citizenship education is most effective when delivered
by practitioners over sessions embedded in school and
youth centre timetables. Analysis of the surveys that
students completed three months after participating in
the programme showed that the students’ confidence
levels continued to be statistically significant and
positive for nine of those confidence measures and all
three knowledge questions.

Notably, teenagers retained the significant knowledge
of fake news, hate speech and scapegoating that

they gained after being taught the curriculum three
months after the training. This evidences the success
of frontline practitioners at imparting sustainable
knowledge of key digital citizenship concepts to
young people, and signals a long-term need to invest
in training them to teach this type of education to
teenagers. Accordingly, Be Internet Citizens should
scale up its teacher and youth worker training models,
as a cost-effective approach to achieve impact at scale.
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Recommendations

Those with the influence to support young people

in becoming empowered digital citizens have a
responsibility to do so. Tech companies, governments,
educators, parents and civil society actors need to
work together in order to keep pace with the changes
to the digital world and update the education system
accordingly. While there is broad recognition of the
need to build digital literacy skills and knowledge, as
evidenced in the Government’s 2019 Online Harms
White Paper, stakeholders must go beyond developing
digital literacy and focus on the norms and behaviour
that comprise digital citizenship.’

The following recommendations focus on how further
collaboration between stakeholders can empower
young people to act on the agency they have to improve
their online communities as good digital citizens:

e The UK Government should define and
standardise digital citizenship to enable
educators to understand what it is and recognise
its importance. The Government’s recent proposals
for a media literacy strategy should sit at the heart of
a wider drive to increase digital citizenship learning.

e Digital citizenship should be embedded into the
national curriculum, with more specific guidance
and training for practitioners on how best to teach
it, and through which programme of study it would
most effectively be taught. Government should
encourage and support school and youth centre
leaders to train their staff to deliver digital citizenship
learning effectively, combining this training within
initial teacher training, continuous professional
development and youth worker training.

e All stakeholders in digital education should co-
ordinate to ensure teaching and learning keeps
pace with changes in technology and reflects the
nature of contemporary online harms.

e Digital citizenship education models should
be tailored for delivery in informal education
contexts, where in-depth conversations and
inspiring practitioners can effect positive behavioural
change online.

Q Q | Stakeholders must

go beyond developing
digital literacy and
focus on the norms

and behaviour

that comprise digital
citizenship b 3

The UK Government should give schools
adequate guidance on how to spread digital
citizenship across the key stages, to ensure
that gaps do not emerge in students’ learning and
that knowledge, skills, behaviour and attitudes are
developed each year.

Adult education for parents and carers should be
provided to ensure they are kept informed of the
challenges their children face online. What Is Digital
Citizenship?
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Existing Digital Citizenship Frameworks

What is digital citizenship?

Digital citizenship as a subject is still very new

and underdeveloped in the formal and informal
education sectors and there is currently no standard
definition of it. From our desk-based review of
current approaches to the subject, we learned that
several organisations have loosely defined the
subject. These definitions tend to be broad and open
to much interpretation, which perhaps explains why
the approach to teaching the subject often varies
greatly throughout the UK, with different schools
emphasising teaching different components.

In the report Growing Up Digital, the Children’s
Commissioner describes digital citizenship as

how to protect your rights online and respect others’
rights; how to disengage as well as engage with the
digital world — ultimately, nothing less than how

to make the online world a force for good and one
which empowers and inspires children, rather than
entrapping them."®

Mike Ribble and international organisations MirandaNet
Fellowship and the Council of Europe have defined it
respectively as ‘the continuously developing norms of
appropriate, responsible and empowered technology
use’,"" and ‘the ability to engage positively, critically and
competently in the digital environment, drawing on

the skills of effective communication and creation, to
practice forms of social participation that are respectful
of human rights and dignity through the responsible
use of technology’? UK-based think tank Demos
defines it as ‘the effective, informed engagement

44%

of children in years
5—6 were able to
identify scammers
after the programme,
up from 25% prior to
taking it

837%

of primary school

children who
completed Be
Internet Legends said
they would behave
differently online

of individuals in their communities, whether local or
digital, and in broader society around issues relating
to the public domain’™

While there are clear areas of overlap across existing
terms, the absence of a uniform definition for digital
citizenship led us to create our own as the basis for
education programming in this area:

Digital citizenship education develops the
knowledge, skills, behaviours and attitudes needed
for students to become positive and responsible
actors online. This begins at a young age with an
understanding of how to be confident, safe explorers
online, then extends into recognising their rights and
responsibilities online, how to be critical consumers
of information and, for teenage students, how to
respond to hateful digital content effectively.

Current Approaches
Formal Education

In order to assess the current approaches taken to
teaching digital citizenship, we undertook thorough
desk research. While we found several educational
resources that support teaching aspects of digital
citizenship, there is currently no comprehensive data
on the extent to which schools are teaching the subject.
We surveyed secondary school teachers participating
in Be Internet Citizens, and found that 58% had never
taught the subject before, despite 93% thinking it is
very important to deliver (see Technical Appendix 3),
which further demonstrates the gap between need and
effective provision in schools.

Approaches to teaching digital citizenship differ in
content and format in primary and secondary schools.
Some resources, such as those designed by the Children’s
Commissioner, strongly emphasise young people’s rights
online.™ They focus largely on the terms and conditions
of each of the big social media companies, and in doing
so seek to educate young people about the rules and
laws of the digital world. Other resources pay more
attention to the conventional range of online harms that
young people face, such as cyberbullying and grooming,
thereby emphasising reactive rather than proactive
measures young people can take to be safer online.
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Educational resources on digital citizenship also come
in various formats, with differing levels of guidance

for teachers. Many are found as clusters of lesson
plans on a range of topics with supporting guidance
and information on the subject matter for teachers.
These lesson plans are often provided without a
recommended order of delivery, so they appear to

be standalone lessons, rather than part of a cohesive
unit of work. Other resources offer a framework of
learning objectives and/or outcomes, rather than
comprehensive lesson plans. These offer schools a
clear sense of how to build their own digital citizenship
resources in a way that allows students to develop their
skills, knowledge and behaviour in this area across the
key stages. A third way of presenting resourcesis to
supply advice and guidance on each topic, providing
teachers with detailed information about key online
harms, to enable them to formulate their own learning
objectives and lesson plans.

Both Be Internet Legends and Be Internet Citizens differ
from these approaches, in seeking to provide a unit of
work that collates curriculum recommendations, well-

structured lesson plans and detailed teacher guidance
within one resource. In doing so, these projects hope to
remedy the concerns we frequently heard in responses
to our surveys and interviews. Teachers told us that
they lack the time, support and subject knowledge

to source the widely dispersed materials that are
currently available, and then assemble them into a
single resource that helps them teach digital citizenship
teaching and learning effectively.

Informal Education

Youth workers deliver sessions on a wide range of issues
that they deem to be a priority for young people in their
geographic area. Many provide sessions on social media
use and mental health, and broader online safety issues
like cyberbullying, but judging from our online research
into digital citizenship resources, there appears to

be less provision for digital citizenship topics such as
dealing with online hate speech, recognising fake news
and understanding its impact.

Smaller organisations sometimes use resources
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they find online to deliver these topics, and shape

them to suit the needs of their young people. Larger
organisations such as Young Minds have their own train-
the-trainer sessions on social media and wellbeing,
designed to support youth workers across the UK in
giving their own sessions. Others such as UK Youth

and the Prince’s Trust develop large-scale projects for
direct delivery to young people, though they are often
framed in terms of broader ‘digital skills’ to boost young
people’s career prospects, rather than to become
responsible digital citizens.

Provision for comprehensive digital citizenship

learning in youth centres is currently thin across the
UK, though the subject became increasingly in vogue
in 2018, as issues such as fake news and online hate
speech continued to gain prominence in educational
and youth discourse. As the formal education sector
begins to take the subject more seriously, it is likely that
the informal sector will follow suit, since many youth
groups use the PSHE Association’s learning objectives
to underpin their sessions, and these are typically based
on statutory guidance.

S

Tower o
Treasure

The Challenges

Since online safety was made a mandatory part of

the school curriculum in 2014, it is likely that schools
have stepped up their provision of the subject, but the
scale of the challenge is still significant, as evidenced
by the high rates of discrimination young people are
exposed to online outlined above. Youth centres do
not have to follow this statutory guidance on what
topics they cover during group sessions, and may not
prioritise discussing online safety above more urgent
issues in their communities. Education in digital
citizenship needs to be improved in formal and informal
education to ensure that young people today are not
only aware of the diverse online harms but equipped
with the skills, knowledge and behaviour to respond to
them effectively.

Formal Education
In formal education the national curriculum offers a

wide scope for digital citizenship to be taught. The
citizenship, computing and PSHE programmes provide
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the most relevant and practical spaces through which
to teach the subject but to date none of them has been
adequately updated to meet the current challenges
students face online.

The computing programme of study during key stages
1—4 focuses primarily on computer science and how
computer systems work. A review of the computing
programmes of study in key stages 1—4 shows that
online harms, risks and responsibilities are paid less
attention than the more technical topics. Furthermore,
since replacing information and communications
technology with computing in 2014, the Government
and schools have struggled to reach targets for
recruiting computing teachers, while those who

are hired to teach the subject report that they feel
under-equipped to do so, and only a quarter have
received any continuing professional development
(CPD) to support them." This paints a worrying picture
of computing as being the vehicle through which to
teach digital citizenship.

The citizenship programme of study across key stages
1—4 offers schools strong recommendations on how
to teach their students to become well-informed,
responsible and active citizens offline. At key stages

3 and 4, schools are guided to teach students how to
improve their communities, to appreciate the diverse
identities in the UK, and about the need for mutual
respect and understanding. This emphasis on social
responsibility and developing empathy for others

is a core part of digital citizenship, but the current
citizenship curriculum does not refer to the digital world
as an environment in which to learn and demonstrate
these attitudes. Moreover, citizenship is generally held

887% /1%

of teenagers were of teenagers were
confident that they
understood filter
bubbles after the
programme, up from
14% prior to it

confident they could
identify fake news
after being taught the
programme, compared
to 68% prior to it

in low esteem by teachers in many schools, who teach
it through PSHE rather than as a standalone subject,

a point reinforced by the declining number of trained
citizenship teachers.'s

At key stages 1 and 2, citizenship is not a statutory
subject, so many primary schools sacrifice teaching it,
and instead focus on core subjects and pursuing higher
Ofsted ratings.

Schools can also teach digital citizenship through

PSHE, and many digital citizenship components can

be found threaded through the PSHE Association’s
comprehensive programme of study. But PSHE is a
non-statutory subjectin all key stages, and while the
national curriculum recommends that all schools deliver
robust PSHE programmes, many deprioritise it in favour
of core academic subjects. A recent Ofsted report found
that up to 40% of English schools are not providing
PSHE adequately.”” Many topics can be covered under
PSHE, so digital citizenship, as a relatively new subject,
often loses out to those which schools have taught in
the past and are embedded in their yearly teaching and
learning plans.

The Government has recently made progress in this
area, however. In 2017 it made a commitment to make
relationship and sex education (RSE) compulsory

in secondary schools and relationship education
compulsory in primary schools. The draft RSE guidance
on keeping children safe in education and the statutory
guidance Keeping Children Safe in Education,'® both
published in 2018, suggest that teaching students
about online harms, risks, rights and responsibilities is
being taken more seriously at a policy level. But with
the introduction of mandatory RSE already likely to be
delayed by a year to September 2020, more urgency

is needed to support schools to embed this learning

as soon as possible, particularly as the range of online
harms continues to expand, and schools will be stuck
constantly having to play catch up.

Both the upcoming government updates to the
curriculum and Online Harms White Paper offer good
recommendations on what schools should be teaching
about the internet, but they offer no renewed advice
on where schools should teach these topics.”” It is
clear from our research that the current approach of
giving schools the freedom to deliver the core digital
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citizenship components across citizenship, computing
and PSHE is not working. Our analysis of teacher
surveys later in the report showed that 75% of teachers
we trained think that PSHE teachers do not know
enough about digital citizenship to teach it effectively
in schools, only 18% think it is taught well in their own
schools, and 58% had never taught digital citizenship
before (see Technical Appendix 3).

Informal Education

In the informal education sector, youth service workers
have more autonomy than teachers in deciding what
sessions they deliver to young people. Choices on
priority subjects for these sessions align with the
individual organisation’s overarching objectives and the
specific needs of young people in their local contexts,
rather than being beholden to a national curriculum or
exam specifications.

Youth workers tell us in interviews that while more
sessions on social media are increasingly being
delivered, youth centres often focus on more

visible community issues such as gangs, drugs and
unemployment. Many give sessions about wellbeing

on social media and broader online safety issues like
cyberbullying, but there is less provision for other digital
citizenship topics such as recognising online hate
speech and fake news, and understanding their impact.

When planning sessions, youth workers often look at
best practice guidance provided online by the PSHE
Association to inform their objectives, so when the new
mandatory RSE, which focuses on digital citizenship,
comes into practice in 2020, more youth workers may
prioritise it as a subject to teach.
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Be Internet Legends: Overview

In 2017, Google surveyed more than 200 primary
school teachers in the UK to learn about their
experience of teaching online safety in the
classroom.?° The survey found that the majority

of teachers believe children should start learning
about online safety at age 7, with 99% stating that it
should be part of the national curriculum.

The survey also revealed that more than 1 in 3 teachers
had witnessed an online safety incident — such as
someone sharing personal information or cyberbullying
—in their classroom. Most teachers said they didn’t feel
they had the necessary resources to teach online safety
to their pupils.

In response to these insights, Google wanted to create
a free, scalable programme that would ensure primary
school teachers were given the best information and
support to equip children with the skills they need to
navigate the online world safely and confidently.

98%

of teachers said it was

257

of youth workers

said that digital
citizenship was
either badly taught or
very badly taughtin
their youth centres

either very important
or important to teach
digital citizenship

Be Internet Legends

Be Internet Legends is a free educational programme
created by Google and the family safety experts Parent
Zone. It was designed to empower UK key stage 2 pupils
(ages 7—11) with the knowledge and skills they need to
be safe and confident online explorers.

The programme, officially launched in March 2018,
consists of:

e aPSHE Association-accredited resource pack for
teachers, which includes lesson plans, stickers,
posters and activities

e interactive assembly roadshows across the UK,
hosted by Be Internet Legends trainers

e [nterland, an online game that teaches the key
lessons of internet safety through four fun,
challenging games

e afamily guide with tips for parents and children to
learn together.

The curriculum is built around five internet safety pillars
(be Sharp, Alert, Secure, Kind and Brave):

e Beinternet sharp and think before you share:
explore the importance of protecting your online
reputation through practical activities exploring what
is OK to share on the internet and what is not.

e Beinternet alert and check it’s for real: recognise
when something online may not be reliable and
identify the clues to determine what’s real, fake,
misleading or a scam online.

e Beinternet secure and protect your stuff: learn
the tools available to protect yourself and your
information online including using strong passwords.

e Beinternet kind and respect each other:
understand what it means to be kind online, respect
other people’s privacy and respond to negativity
encountered online.

e Beinternet brave and when in doubt, discuss:
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Mindful
Mountain

itisimportant to speak to trusted adults and ask
for help when coming across tricky or confusing
situations online.

The programme was developed collaboratively: an
expert steering group brought together representatives
from leading organisations including the Oxford
Internet Institute, Department for Education and the
National Crime Agency’s Child Exploitation and Online
Protection centre (NCA-CEOP).

This expert-led curation was to ensure that the content
in the programme would cover the right topics and
themes — meeting the demand for a comprehensive
resource that could be used in primary schools to
teach key internet safety issues. The curriculum lesson
plans were assessed and quality assured by the PSHE
Association —the national body for personal, social,
health and economic education. While developing the
Be Internet Legends curriculum, Google and Parent
Zone regularly consulted other internet safety experts
to ensure that every element of the programme
addressed the things that teachers and families need

n

to know in order to support children when addressing
this topic.

In 2018, Be Internet Legends delivered over 800
assemblies in primary schools across the UK, training
120,000 children how to be Sharp, Alert, Secure, Kind
and Brave online. Additionally, over 18,000 primary
school teachers ordered the resources online, with 53%
of them reporting they had used them with an average
of 100 children, reaching over an estimated 955,000
children in total.

Four schools in the UK took partin Be Internet Legends
as part of this evaluation, each one delivering the
programme to pupils. In addition to the lessons, Parent
Zone presented the Be Internet Legends assembly to
one year group in each school.




18 Be Internet Legends and Be Internet Citizens: Impact Report

Be Internet Citizens: Overview

Young people today are often thought of as digital
natives, having grown up in the digital age and
spending increasing amounts of time online. But in
reality they often lack a wide understanding of the
different ways in which the internet can be used as
both a positive and a negative tool. This can leave
them susceptible to exposure to a range of online
risks — from fake news to online hate speech — that
contribute to polarisation, hate and extremism,

so young people without the skills necessary to
navigate the web are vulnerable.

Many teenagers do not receive sufficient digital
citizenship and critical thinking education to counter
these online harms in either the formal or informal
education sector. This reduces their ability to become
responsible and empowered users of the internet.

Our research suggests that the current approach of
giving schools the freedom to deliver the core digital
citizenship components in citizenship, computing

and PSHE is not working: 75% of teachers we trained
think that PSHE teachers do not know enough about
digital citizenship to teach it effectively in schools, only
18% think it is taught well in their schools, and 58%

had never taught digital citizenship before (Technical
Appendix 3).

Be Internet Citizens was designed to tackle these
problems and offer effective digital citizenship
education to teenagers across the UK.

Be Internet Citizens

Be Internet Citizens is a PSHE-accredited
programme for teenagers aged 13—15, delivered
in partnership with Google, the ISD, YouTube
Creators for Change, Beatfreeks and expert
youth facilitators.

In 2018, Be Internet Citizens sought to teach 13—15
year olds vital critical thinking and digital citizenship
skills, to encourage them to have positive voices online
while increasing their resilience to hate and extremism,
and to fill the gaps in digital citizenship education.

It further sought to give teenagers the confidence

to be empowered producers and not just consumers
of content.

ISD improved and adapted the 2017 curriculum into two
new resources: an accredited unit of work for teachers
and a community toolkit for youth workers. ISD also
designed a new delivery model for the formal and
informal education sectors, and a rigorous process for
monitoring and evaluating the project.

To ensure that the unit of work was designed for easy
use by teachers of all experience levels, staff at the
PSHE Association provided invaluable ongoing support.
We were very grateful for their pedagogical expertise
and detailed knowledge of the PSHE curriculum. They
ultimately awarded the unit of work with their Quality
Assurance mark.

The unit of work and community toolkit comprised the
following lessons:

e Three Sides to Every Story - This lesson supports
students to develop a good understanding of what
fake news, biased writing, echo chambers and
filter bubbles are, and to explain theirimpact on
individuals and society. As a result of the learning,
they will be more confident in forming their own
opinions in online contexts.

e Emotional Manipulation - This lesson includes videos
that present examples of emotional manipulation,
and prompts a discussion around what emotions the
videos stimulate, how those emotions are triggered,
and the motives of the video creator in stimulating
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that emotion. It seeks to develop an increased critical
awareness of the use of emotional manipulation.

e UsvsThem - This lesson enables students to
understand how powerful ‘us vs them’ divisions can
be, and encourages them to think of where they have
seen this rhetoric used online. Through the lesson
activities, students should understand how divisive
arguments can lead to problems in society, as well
as being wary of the consequences of labelling
individuals. After this and the preceding two lessons,
students should have a sound understanding of
how certain online social environments can shape
opinions. Students will build on that learning in the
next lesson to learn how to respond to hate speech
and intolerance online.

e Haters Gonna Hate — This lesson is designed to
help students understand what acceptable and
unacceptable online behaviour is, and how to
distinguish between hate speech and free speech.
The lesson also explores how to react to hateful
content online, including the use of various online
tools such as reporting, flagging and blocking.

Afifth creative lesson was included in these
resources, which encouraged participants to produce
a creative output that reflected their new digital
citizenship knowledge.

All the project partners contributed to the design of
these lessons, and PSHE Association staff helped to
ensure that lesson activities for the school workshops
and unit of work were framed in a language and
structure that young people and teachers would
recognise.

All lessons enabled participants to explore complex,
topical issues in a way that put open and interesting
peer discussion at the forefront of the teenagers’
experience. These discussion-based activities were
balanced with opportunities for fun, kinaesthetic
learning to ensure they were engaged throughout

the curriculum. Each lesson was structured around
challenging and stimulating learning objectives,

the achievement of which could be demonstrated

in specific learning outcomes. Recommended
differentiation strategies ensured that young people of
all learning speeds could understand the key concepts

at their own pace. Key talking points and additional
guidance were provided on each concept so those
teaching were informed and had adequate support.

The Participants and Delivery Models
Direct Delivery: School Workshops

From February to December 2018, a team of expert
youth facilitators delivered 11 workshops in 11 schools
across the UK; each comprised roughly 150 students
from years 9 or 10. In total, roughly 1,500 students
were reached through this model. The workshops were
designed to teach the students the entire curriculum
through fun and interactive sessions across the school
day.

The workshops opened and closed with whole-year
assemblies where the key messages of the project
were stated and reinforced. The four concept-based
lessons and creative exercise took place between these
assemblies.

Train-the-trainer: Teacher and Youth Worker Training

Between May and October 2018, ISD staff delivered

six teacher training sessions on the unit of work to

120 teachers in West London, East London, Cardiff,
Manchester, Central London and Birmingham. We also
trained external youth facilitators to deliver four full-day
training sessions for youth workers on the community
toolkit resource. These training days took place in
Birmingham, Bristol, Cardiff and London in May, June,
July and October 2018, respectively, and reached 180
youth workers in total.

At the end of each training we asked these practitioners
to estimate how many young people they would directly
reach with the resources in the following 12 months.
The influence of the programme overall was estimated
to be 20,316 teenagers.
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Be Internet Legends: Evaluation

Methodology

We evaluated the Be Internet Legends curriculum
(which consists of five pillars — Sharp, Alert, Secure, Kind
and Brave) in four primary schools in the UK, which are
representative samples of the schools that currently
participate and/or have participated in the programme.
In each school:

e we delivered pre and post surveys to all key stage 2
children

® aselection of participant children participatedin a
qualitative focus group

® two teachers participated in semi-structured
interviews about their experience with the
curriculum.

Criteria

We set out selection criteria for schools to ensure
the evaluation was representative of schools
currently engaging with Be Internet Legends and
asrepresentative as possible of the general UK
primary school student population while maintaining
comparability between schools. These were our
selection criteria for schools:

e bein different areas (one in London, one in the
Midlands, one in the North and one in Wales);
Scotland was excluded as the education system
varies from that in the rest of the UK, a variable that
could have interfered with the evaluation

e ideally have a minimum of 500 key stage 2 pupils
(roughly 125 students per year)

e have fairly uniform Outstanding or Good
Ofsted ratings

e have high teacher engagement

e have no previous interaction with the
Be Internet Legends programme.

Sampling Plan

The curriculum can be delivered in two formats: via a
series of lessons orin a large assembly. This evaluation
aimed to understand the impact of these models, and
the potential for increased effectiveness by delivering
both to children. In order to capture these effects, we
created three distinct intervention groups. A fourth
group had no interaction with the curriculum and was
used as a comparison group in the evaluation.

Surveying

All children (participants and control group) were
surveyed twice: before and immediately after the
intervention. The pre survey asked:

e basic demographic questions (e.g. age, birth country,
language spoken at home)

e confidence questions on a Likert scale, measuring
students’ confidence in and understanding of key
curriculum elements

e open response knowledge questions, measuring
children’s knowledge of key curriculum elements.

The post survey included the same confidence and
knowledge questions, and process questions to
understand children’s experience with the programme.
As the curriculum for years 3—4 varied slightly from that
foryears 5—6, we included fewer confidence questions
in the survey for younger children. All surveys were
matched using ISD’s anonymous matching system. See
Technical Appendix 1 for full analysis.

We analysed differences between the pre and post
surveys statistically to determine which changes

could be attributed to the curriculum. The control
group served as a comparison for intervention groups,
controlling for potential externalities that may have
affected all children equally during programme delivery.
Full details of this statistical analysis can be found in
Technical Appendix 1.
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Q Q | We set out selection
criteria for schools to
ensure the evaluation
was representative

of schools currently
engaging with Be
Internet Legends 99

Focus Groups and Teacher Interviews

We ran student focus groups in each school to obtain
further qualitative data about the children’s experience
with the programme, their understanding of the
concepts, what worked well and how the curriculum
could potentially be improved.

We held interviews with two teachers per school to find
out the teachers’ views of the curriculum, what they
thought worked well, and areas they thought could be
improved.

Limitations

There is one key limitation to note when discussing
these results. These surveys primarily consist of
self-assessed confidence measures. Children of
primary school age are not always able to assess their
understanding of concepts accurately, particularly in an
area where they may not be very knowledgeable such
as this one. All questions on the surveys were discussed
with representatives from Parent Zone to ensure

they were appropriate and understandable to this age
group, yet it is difficult to control for this effect entirely.
Therefore, some of these findings may underestimate
actual impact.




22 Belnternet Legends and Be Internet Citizens: Impact Report

Impact on Younger Primary
School Students: Years 3—4

The impact of participating in Be Internet Legends

for younger primary school aged children was most
consistent when they were given prolonged exposure
to and interaction with the material (in the lessons and
combined delivery models). The children showed they
understood the key curriculum concepts, in particular
following the combined delivery model in particular.

This trend was particularly pronounced in responses
children gave to knowledge questions about digital
footprints and strong passwords. Children who had
participated in both delivery formats demonstrated
significant increases in understanding of the concepts
covered after the programme, from quite low baselines.

Responses to questions related to Sharp and Brave
units of the curriculum showed that these units of

the programme had the strongest beneficial effect

on participants, and the children’s understanding

of concepts covered in the Brave unit increased
significantly across all three delivery models. Children
appeared to be much more confident speaking to adults
about things they encountered online than they were
before the interventions.

There was a statistically significant 12% negative
shiftin children’s confidence in keeping their posts
private online. This may be due to an effect known as
response shift bias,?" where children overestimate their
confidence before an intervention and provide more
realistic answers once they have learned more about
therelevantissues. It is possible that this programme
provided greater awareness of risks around privacy

to the children, which ultimately decreased their
confidence in response to this statement.

There was no significant change in responses to many
statements following the interventions (compared with
responses to the same statements asked beforehand),
suggesting there is room for improvement in the
curriculum to ensure the programme has a consistent
and positive impact for all children. This is discussed
further in the thematic analysis later in this chapter.

Table 5.1 presents a statistical analysis of the responses
to the surveys of children in years 3 and 4 who took part
in Be Internet Legends, showing where their confidence
and knowledge improved as a result of the intervention.
Asterisks indicate where there were statistically
significant shifts.
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Table 5.1 Average change in confidence and knowledge measures based on pre and post surveys
by children in years 3 and 4 who participated in Be Internet Legends
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Impact on Older Primary
School Students: Years 5—-6

Older primary school children in years 5 and 6 who
participated in Be Internet Legends increased their
confidence most consistently from the assembly
model of delivery: their responses to three questions
following the intervention showed they had benefited
from the programme. However, the strongest
knowledge increases occurred among children who
participated in the lessons model of delivery: their
understanding of digital footprints and the concept of
‘upstanders’ (someone who intervenes to stop and/or
report inappropriate behaviour) increased significantly
following the intervention.

There was a significant increase in understanding

of what an upstander was among children across all
delivery models — one of the most successful results

of this curriculum. While overall understanding of the
concept of ‘upstander’ remained relatively low following
the intervention, itis important to note that children
were coming from a near zero baseline, given that this
was a relatively unique concept used in the programme.

There was at least one significant increase in confidence
among children in years 5 and 6 who participated in

all delivery models for each pillar of the curriculum
except Brave. Those running future iterations of the
programme may need to reassess how this pillar

is taught to this age group, to improve children’s
confidence in addressing the topics covered.

Unlike with the younger children, there were no
significant decreases in confidence or knowledge for
the older children after participating in Be Internet
Legends, suggesting that the full curriculum for older
children covers the risks they may encounter online
effectively, without having a negative impact on their
confidence.

However, as with the younger children, there was no
discernible change in responses to many statements
following the interventions (compared with responses
to the same statements asked beforehand), suggesting
there is room for improvement.

Table 5.2 presents a statistical analysis of the responses
to the surveys of children in years 5 and 6 who took part
in Be Internet Legends, showing where their confidence
and knowledge improved as a result of the intervention.
Asterisks indicate statistically significant shifts.
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Table 5.2 Average change in confidence and knowledge measures based on pre and post surveys
by children in years 5 and 6 who participated in Be Internet Legends
Continues overleaf
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Table 5.2 Average change in confidence and knowledge measures based on pre and post surveys
by children in years 5 and 6 who participated in Be Internet Legends
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Thematic Analysis of the Five Pillars

The curriculum of Be Internet Legends is divided into
five pillars, as detailed in Chapter 3 —Sharp, Alert,
Secure, Kind and Brave — which are analysed individually
in the following sections.

Sharp

The Sharp pillar teaches children to build and protect a
positive online reputation, by asking them to consider
what information they choose to share online. The

pillar is taught through a series of activities that were
designed to facilitate discussions on the importance of
privacy online, how people can form judgements about
others based on their ‘digital footprints’ and the personal
information they choose to share, and how to respect
others’ privacy online.

Perhaps the strongest result from the evaluation comes
from the Sharp pillar. This includes one of the key
concepts from the curriculum, the digital footprint. Both
groups (years 3—4 and years 5—6) showed significant
increases in confidence and knowledge of this concept
after participating in Be Internet Legends, as displayed
in Figure 5.1 (where only statistically significant results
are displayed).

There was a 92% increase in average confidence
among older children who participated in the lessons
delivery model, for example, with 65% of children
reporting they felt confident building a digital footprint
online following the intervention. In both year groups,
knowledge increased significantly around these topics,
with roughly 30% of children able to describe a digital
footprint correctly following the interventions. Though
knowledge remained relatively low, the change in both
groups represents a significant improvement from
baseline measures.

This demonstrates one of the key strengths of the
programme, which is to draw children’s attention to the
repercussions of information shared online. Children in
focus groups had a good understanding of why sharing
personal information online could be dangerous, with
one child remarking, *You don’t want a hacker getting
into your account and getting your information.’

However, as noted, there was a statistically significant
decrease in the confidence of younger children to keep
posts private (12% drop in average confidence) following
the intervention. This was also noted in focus groups
conducted with children. One child ventured, ‘We should
never ever talk to strangers because they could pretend
to be our friend, but they can be really mean. If they know
where you live, they might kidnap you or something.’
Future iterations of the programme should endeavour to
raise children’s awareness around risks without having a
negative impact on confidence, as was seen here.

Alert

The Alert pillar seeks to develop children’s critical
thinking skills by enabling them to recognise that online
content can be deceptive and unreliable, and in some
cases designed to steal people’s personal information.
The activities in this pillar introduced children to the
concepts of scamming and phishing, and discussions
covered how to identify suspicious emails and texts,
how to verify people’s identities online, and what
practical steps to take if they encounter something
worrying online.

This pillar had the least impact across delivery models
and year groups. There were only positive results from
this thematic area for the older children:

e There were 31% and 60% increases in confidence
for the assembly and combined delivery models,
respectively, in identifying phishing attacks (see
Figure 5.2). Over 70% of older children in the
combined delivery model were confident they
could identify phishing, compared with 25% of older
children beforehand.

e There was an increase of 75% in knowledge of
scammers among children from the assembly model,
with 44% of children able to identify a scammer after
the intervention, compared with 25% beforehand
(Figure 5.2).

The confidence and knowledge of phishing and
scammers (two key concepts in keeping personal

data safe online) of older children who took part in Be
Internet Legends increased following this intervention.
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Figure 5.1 The confidence levels of participants in years 3—4 and 5—6 in building a good digital footprint
online and the percentage who knew what a digital footprint before and after participating in
Be Internet Legends lessons

I know how | can build a good digital footprint online.

Years 3—4 Pre- ] 2.96
Post combined _ 4.23

Years 5—6 Pre- _ 2.71
Post lessons e 521
Post combined _ 4.60

Knowledge of Digital Footprint

Years 3—4 Pre-lessons . 3.1%
Post lessons _ 28.5%
Pre-combined - 6.9%
Post combined _ 27.7%

Years 5—6 Pre-lessons - 5.2%
Postlessons _ 29.4%
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Figure 5.2 The confidence levels of participants in years 5—6 in knowing how to spot a phishing attack
and the percentage of them who knew about scammers before and after participating in
Be Internet Legends lessons and assemblies

I know how to spot a phishing attack online.

Years 5—6 Pre- _ 3.28
Post assembly _ 4.28
Post combined - 523

Knowledge of Scammers

Years 5—6 Pre-assembly _ 25.4%
Post assembly _ 44.4%
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Secure

The Secure pillar focuses predominantly on how strong
passwords and security settings online can be used to
protect personal information. Through the activities,
children learned how to develop safe habits online,
respect online privacy boundaries, and seek or ask

for help if they feel unsafe on the internet. From the
discussions that took place, children learned what a
strong password looks like and how to update their
privacy settings online.

This pillar had a strong positive impact, particularly
among younger children. Across all delivery models,
there was a significant increase in knowledge of
strong passwords among younger children who had
participated in the programme. For instance, after
participating in the combined delivery model, 8126
of children could describe the elements of a strong
password, compared with 47% beforehand (see
Figure 5.3).

On the other hand, there was no significant increase in
knowledge among older children after this intervention,
though confidence related to this concept among those
participating in the assembly delivery model increased
by 11% following the intervention.

Kind

The Kind pillar teaches children how to build and
maintain healthy relationships online through
interacting positively with others. The activities guided
children to demonstrate empathy towards others,
understand the difference between being a ‘bystander’
and an ‘upstander’, and respond effectively to negativity
when they encounter it online. Children learned
practical strategies to respond to negative content,

and how to identify sources of support to help if they
experience hurtful behaviour online.

This pillar had some positive impact among older
children involved in the training. As discussed above,
in all intervention groups there was a significant
increase in knowledge of what it means to be an
‘upstander’, or someone who intervenes to stop
and/or report inappropriate behaviour, following

the training (Figure 5.4).

Although their knowledge of what an upstander is
increased as a result of the intervention, few children
were confident about knowing what to do when

they saw hurtful behaviour online, felt responsible

for the wellbeing of others online or considered the
motivations for posts. Only in one instance was there an
increase in confidence related to the Kind pillar: there
was a 9% increase in children’s confidence in knowing
what to do if they witnessed hurtful behaviour online
following the intervention for older children involved in
the assembly delivery model.

The curriculum was effective in covering how to identify
good behaviour online —being an upstander — but

the evaluation suggests that more sustained focus

is needed to build children’s confidence to put this
knowledge into practice.
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Brave

The final pillar of the curriculum, Brave, centres on
helping children understand when they should speak
to an adult about certain things they encounter online.
The recommendations made in this unit outline a range
of situations in which support from a trusted adult
would be valuable.

This pillar had the most consistent impact among
younger children, who reported more confidence

in knowing when to speak to an adult after the
intervention (see Figure 5.5). For instance, 88% of
children involved in the combined delivery model
expressed confidence in this measure following the
intervention (compared with 78% before). However,
there was no discernible impact of the pillar on older
children who had participated in the training.

In focus groups, children demonstrated their

understanding of being brave online. One child defined
this as ‘standing up for oneself from online bullying and
reporting it to adults in general and parents in specific’.

Although the confidence of younger children in this
important part of online safety —involving adults —
increased following this intervention, it had no similar
impact on older children. Future iterations of this
programme should potentially reassess how this pillar is
taught to older students so it is more effective.
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Figure 5.3 The percentage of participants in years 3—4 who understood what makes a strong password

and the confidence level of participants in years 5—6 in building a strong password before and
after participating in Be Internet Legends lessons and assemblies

Knowledge of strong password

Years 3—4 Pre-lessons _ 55.5%
Postlessons _ 65.0%
Pre-assembly _ 45.1%
Post assembly _ 55.9%
Pre-combined _ 47.2%
Post combined - 80.5%

| know how to build a strong password.

Years 5—6 Pre-assembly _ 5.77
Post assembly e 642
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Figure 5.4 The percentage of participants in years 5—6 knew what ‘upstander’ means before
and after training in lessons or assemblies

Knowledge of meaning of ‘upstander’

Years 5—6 Pre-lessons - 5.2%
Post lessons _ 29.4%
Pre-assembly 0.0%
Post assembly - 6.3%
Pre-combined . 3.7%
Post combined _ 35.8%

Figure 5.5 The confidence levels of participants in years 3—4 in knowing when to speak to an adult
after participating in Be Internet Legends lessons or assemblies

| know when to talk to an adult about something that might confuse or scare me online.

Vears 3-4 Pre- — ] 72

Post lessons

Post assembly ] 609

6.27

6.09

Post combined




34 BeInternet Legends and Be Internet Citizens: Impact Report

Be Internet Citizens: Evaluation

Methodology
School Workshops Model

The evaluation of the school workshops drew on
quantitative and qualitative measurement methods:
participant student and control group student pre and
post surveys designed to measure changes in skills,
knowledge, attitudes and behaviour, through a series
of confidence-based Likert scale measures. In the post
surveys, we investigated the experiences of participant
students in the school workshops.

We administered three- and six-month follow-up post
surveys to participant and control group students, to
track the long-term retention rates of these changes.
These surveys were complemented by evaluations
from four focus groups with 32 participating students,
who gave detailed insights into their experiences of the
school workshops.

We conducted interviews with three teachers to gain an
understanding of the school within which the workshops
took place and the subsequent impact of the workshops.

Trained Teachers and Youth Workers Model
We asked 223 teenagers taught by the trained teachers
and youth workers to complete the same post surveys,

which investigated the impact of the lessons.

We tracked the long-term retention rates of these
changes via three-month follow-up post surveys.

The full description of our evaluation methodology can
be found in Technical Appendix 2.

Demographics

We collected relevant participant demographic
information through the participant pre surveys for both
models. This was important to ensure that we measured
any beneficial impacts of Be Internet Citizens on those
who participated in it, and identified individuals who had
benefited from the programme.

The demographic details demonstrate that the
programme reached its intended target audience
by age and gender, but needs to diversify the school
workshop target audience in future to ensure it
reaches a representative sample of teenagers. The
full breakdown of demographic data can be foundin
Technical Appendix 2.
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Impact Summary: School Workshops

This section presents the key findings of our evaluation
of a sample size of 440 participant and control group
students. The comparison of the change between
student participant and control groups in the pre,

post and three- and six-month follow-up surveys
demonstrates that the programme had varying levels of
impact across measures. These ranged from statistically
significant variations, to positive changes that were
notable but could not be regarded as statistically
significant in this context, to negative decreases that
were not statistically significant.

Between the pre and post surveys there were statistically
significant positive changes in the responses to ten
confidence measures and two knowledge questions, and
notable positive changes in response to five confidence
measures and one knowledge question.

Analysis of the surveys that students completed three
months after participating in the programme showed
that the students’ confidence levels had changed to a
statistically significant and positive degree. There were
positive notable changes in their responses to eight

of the confidence measures and the three knowledge
questions, but negative changes for the remaining two
confidence measures.

Analysis of the surveys students completed six months
after participating in the programme showed that their
confidence levels continued to be statistically significant
and positive for two of the confidence measures. For nine
of the confidence measures and the three knowledge
questions there were positive notable changes in the
students’ confidence levels, and there was no change

or a negative change in their confidence levels in four
remaining confidence measures (Table 6.1).

Table 6.2 shows the average change in confidence

and knowledge measures of children before and three
months after participating in Be Internet Citizens school
workshops, and Table 6.3 shows this average change

in children before and six months after participating in
these workshops.
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Table 6.1 Average change in confidence and knowledge measures before and after participating in

Be Internet Citizens school workshops

R &
RS & RS
& %‘6\6 é\"o@ (‘i\\o
Confidence measures Q¢ QO o s
| am always happy to listen to people expressing 5.24 5.38 3
different worldviews to my own.
| feel confident expressing my views online. 4.26 4.63 9 Rxx
| feel responsible for the wellbeing of people 4.04 411 2
connected to me through social media.
If wasn’t sure a story was true, and | wanted 4.85 5.08 5
to shareiit, I'd fact check it first.
| consider the motivations behind why people post things online. 4.35 4.62 6
I’'m motivated to seek out views and opinions that differ to my own online. 3.90 4.33 1 oK
I would know what to do if | came across hate speech online. 5.07 5.51 9
I know how and why to ‘flag’ or report social media content. 5.62 5.85 4 *
| would recognise ‘Us vs Them’ arguments online. 4.26 5.38 26 e
I would recognise when a social media post, article or website 497 5.43 9 ¥
is designed to emotionally manipulate people.
| understand the differences between hate speech and free speech. 5.14 5.76 12 555
| understand what echo chambers (also known as ‘the bubble’) are. 2.42 5.38 122 xxx
| understand what the ‘filter bubble’ is. 2.48 5.36 116 ***
I would be able to identify ‘fake news’. 4.56 5.70 25 kKX
| understand what ‘scapegoating’ is. 2.88 5.16 79 Fxx
& %Q’a)
& & e
« @6 5\ @c, ﬁé\c,
°|°o@ &eoa ﬁ\\(\\o
Knowledge measures S T P
Fake news 24 40 e
Hate speech 23 23
Scapegoating 20 23 kX
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Table 6.2 Average change in confidence and knowledge measures before and three months
after participating in Be Internet Citizens school workshops

Q:bo <
é\ op (@)
6‘@0 0<<;<‘ oqg} '{\\c’é\
Confidence measures (pre- and 3-month follow-up) QL ,5«@ ® d)\‘?é\
| am always happy to listen to people expressing 5.37 5.34 -1
different worldviews to my own.
| feel confident expressing my views online. 4.40 4.51 2
| feel responsible for the wellbeing of people 418 4.31 3
connected to me through social media.
If | wasn’t sure a story was true, and | wanted 4.68 473 1
to share it, I'd fact checkit first.
| consider the motivations behind why people post things online. 443 4.46 1
I’'m motivated to seek out views and opinions that differ to my own online. 4.01 4.27 7
I would know what to do if | came across hate speech online. 5.05 5.11 1
I know how and why to ‘flag’ or report social media content. 5.55 5.43 —2
I would recognise ‘Us vs Them’ arguments online. 4.09 4.81 18  **
| would recognise when a social media post, article or website 492 498 1
is designed to emotionally manipulate people.
| understand the differences between hate speech and free speech. 504 5.35 6
| understand what echo chambers (also known as ‘the bubble’) are. 2.40 4.36 82 KX
| understand what the *filter bubble’ is. 2.48 4.32 74 xxx
I would be able to identify ‘fake news’. 4.52 5.36 19 Rk
| understand what ‘scapegoating’ is. 2.94 471 60  F*x
N
(\e;a’ < &Qjo
QO o|oo QO <
« @fo . &c) ﬁb(\c,
Q|°oef:\ &
Knowledge measures (pre and 3-month follow-up) @S WS
Fake news 24 26
Hate speech 78 84

Scapegoating 72 83
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Table 6.3 Average change in confidence and knowledge measures before and six months

after participating in Be Internet Citizens school workshops

Q:bo (/Q,
6‘?)0 5@& °o®e| &
Q) N
Confidence measures (pre and 6-month follow up) QC & d\@o ¢)\<>é\
| am always happy to listen to people expressing 5.67 5.40 -5
different worldviews to my own.
| feel confident expressing my views online. 4.36 4.52 4
| feel responsible for the wellbeing of people 410 4.24 3
connected to me through social media.
If wasn’t sure a story was true, and | wanted 493 5.00 1
to share it, I'd fact checkit first.
| consider the motivations behind why people post things online. 476 4.56 -4
I’'m motivated to seek out views and opinions that differ to my own online. 4.41 4.31 -2
I would know what to do if | came across hate speech online. 4.76 5.00 5
I know how and why to ‘flag’ or report social media content. 4.92 5.05 3
I would recognise ‘Us vs Them” arguments online. 3.88 4.83 25
I would recognise when a social media post, article or website 4.70 4.80 2
is designed to emotionally manipulate people.
| understand the differences between hate speech and free speech. 5.07 5.05 0
| understand what echo chambers (also known as ‘the bubble’) are. 2.61 4.83 85 kKX
| understand what the *filter bubble’ is. 2.68 4.39 64  **
| would be able to identify ‘fake news’. 4.02 5.07 26
| understand what ‘scapegoating’ is. 3.05 4.93 62
D )
OQQJL) OQ%Q) 2
& @"’Q $ @"’Q cfé\o
o|o (M {\\
Knowledge measures (pre and 6-month follow up) € & S S
Fake news 42 71 R
Hate speech 75 85
Scapegoating 79 81
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Impact Summary:
Trained Teachers and Youth Workers

This section presents the key findings of our evaluation
of 223 teenagers who were taught the curriculum

by teachers and youth workers who had attended a

Be Internet Citizens train-the-trainer event. The change
between the teenagers’ baseline and post-delivery
Likert values in the pre-, post- and three-month
follow-up surveys demonstrates that the programme
had varying levels of positive impact on them across
measures. These ranged from statistically significant
increases in knowledge and confidence, to positive
changes that were notable but could not be regarded
as statistically significant in this context, to negative
decreases that were not statistically significant.

Between the pre and post surveys there were
statistically significant positive changes in the
responses the teenagers gave to 12 confidence
measures and all three knowledge questions, and
notable positive changes in the extent to which they
agreed with three confidence measures.

Analysis of the surveys that the teenagers completed
three months after participating in the programme
showed that their confidence levels continued to

be statistically significant and positive for nine of
those confidence measures and all three knowledge
questions. There were positive notable changes in
their confidence levels for three of the confidence
measures, but a negative change in their confidence
levels in the remaining three confidence measures
(tables 6.4 and 6.5).
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Table 6.4 Average change in confidence and knowledge measures before and after being taught
the Be Internet Citizens curriculum by trained teachers or youth workers

Qo & 8
@Qp &6\6 000@ <'\\<\\db
Confidence measures € S ® s
| am always happy to listen to people expressing 512 5.48 7 R
different worldviews to my own.
| feel confident expressing my views online. 4.36 4.99 14
| feel responsible for the wellbeing of people 4.54 4.58 1
connected to me through social media.
If | wasn’t sure a story was true, and | wanted 5.06 5.60 11 **x
to share it, I'd fact checkit first.
| consider the motivations behind why people post things online. 4.48 5.02 12 **x
I’'m motivated to seek out views and opinions that differ to my own online. 413 476 15 ¥
I would know what to do if | came across hate speech online. 5.67 5.81 2
I know how and why to ‘flag’ or report social media content. 5.89 5.97 1
| would recognise ‘Us vs Them’ arguments online. 4.66 5.52 19 **x
| would recognise when a social media post, article or website 513 5.60 9 Rxx
is designed to emotionally manipulate people.
| understand the differences between hate speech and free speech. 5.73 6.16 7 EE
| understand what echo chambers (also known as ‘the bubble’) are. 247 5.40 119 **x
| understand what the *filter bubble’ is. 2.75 5.41 97 R
I would be able to identify ‘fake news’. 5.18 5.96 15 Rk
| understand what ‘scapegoating’ is. 2.45 5.42 122 xxx
& %Q’a)
& & e
é\ @6 5\ @c, ﬁé\c,
o & N ﬁ\\(\\o
Knowledge measures S T P
Fake news 35 62 R
Hate speech 41 52 kX
Scapegoating 38 50 Rk
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Table 6.5 Average change in confidence and knowledge measures before and three months
after being taught the Be Internet Citizens curriculum by trained teachers or youth workers

(\
@QP op (@)
0 N Q)\ o’bo
S @00 &5 N
Confidence measures (pre and 3-month follow up) QL ny o s
| am always happy to listen to people expressing 5.32 6.06 14 *xx
different worldviews to my own.
| feel confident expressing my views online. 4.52 474 5
| feel responsible for the wellbeing of people 4.54 5.03 11
connected to me through social media.
If wasn’t sure a story was true, and | wanted 5.15 5.57 8
to share it, I'd fact checkit first.
| consider the motivations behind why people post things online. 4.52 492 9 ok
I’'m motivated to seek out views and opinions that differ to my own online. 4.30 5.06 18 *k*
I would know what to do if | came across hate speech online. 5.84 5.78 =1
I know how and why to ‘flag’ or report social media content. 6.16 6.11 =1
| would recognise ‘Us vs Them’ arguments online. 4.53 5.33 18 **x
| would recognise when a social media post, article or website 5.32 5.71 7 Rk
is designed to emotionally manipulate people.
| understand the differences between hate speech and free speech. 6.00 5.86 =2
| understand what echo chambers (also known as ‘the bubble’) are. 2.29 5.20 127 xxx
| understand what the *filter bubble’ is. 2.63 512 95 kX
I would be able to identify ‘fake news’. 5.42 6.08 12 ek
| understand what ‘scapegoating’ is. 2.08 5.22 151
2 &
& ¥ "
& @fo ~<\K @fo olo &
Q|°oe5:\ S & &
Knowledge measures (pre and 3-month follow up) @ S E
Fake news 35 39 12
Hate speech 65 81 24 wex
Scapegoating 60 75 24 XX
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Thematic Analysis

The confidence and knowledge measures that were
most successful for both delivery models centred on a
number of key themes, including key concepts relevant
to potentially negative aspects of online behaviour, and
increased sKkills related to information consumption and
fake news.

Less successful confidence measures were aligned
with key themes such as understanding the difference
between hate and free speech and confidence online.

It must be emphasised here that it is common for young
people to be overconfident when initially reporting their
skills levels on a Likert scale. This partly explains some
of the higher baseline scores across these measures,
yet makes the findings that were statistically significant
even stronger. Moreover, the knowledge questions
included in the surveys provide insight into how well
young people gauge their skills levels on the Likert scale
against their actual knowledge.

The thematic grouping of the more and less successful
elements of the programme and the content themes
in the curriculum allow us to draw useful insights

from these results to improve and refine future

delivery of the programme. The results are analysed
by theme below.

W

Participants in the
school workshops
reported an increased
level of knowledge

and confidence after
the workshops b 34

Critical Consumption of Information and Fake News

The biggest module of the Be Internet Citizens
curriculum is centred on educating teenagers about
the critical consumption of information and fake news.
This was done through a series of activities designed to
examine fact checking and responsible sharing of online
information, to identify fake news and biased writing,
and to understand the motivations of users posting
certain content online. Discussions covered why people
share things online, how and why it is essential to fact
check content before sharing it, and the importance of
consuming media from diverse sources, including ones
you might disagree with or not normally engage with.

Participants in the school workshops reported an
increased level of knowledge and confidence after the
workshops for the six measures on these topics, and
three and six months later. Particularly notable was that
81% of teenagers felt they could identify fake news, with
40% of them able to demonstrate this knowledge after
the workshop, a significant increase of 25% from their
baseline score (Figure 6.1). These evaluation results
persisted three and six months after the participants
had had the workshops. Similarly, 65% of teenagers said
they would fact check a story before sharing it online
(Figure 6.1), with 56% reporting they would fact check

a story three and six months later. The participants
emphasised that having these critical consumer skills
was imperative for them, with one student from Kenton
school reporting that ‘being able to identify fake news
and knowing if it’s true or false is really useful’. A student
from Cedars Academy described how these skills would
be relevant to him in future: ‘I've got younger brothers
and sisters. When they’re older, I'll probably help set up
their accounts for them so | can explain some of these
definitions and terms to them.
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Figure 6.1 The percentage of students who could identify fake news, knew of fake news and would fact check
stories before and after participating in Be Internet Citizens direct delivery school workshops

I would be able to identify ‘fake news’.

Direct delivery Pre- ] 55.0%
post e 81.0%
MT | 74.0%

Tested knowledge of how to identify ‘fake news’.

Direct delivery Pre- _ 23.6%
post ] 40.3%

If I wasn’t sure a story was true, and | wanted to share, I'd fact check it first”.

Direct delivery Pre- _ 60.0%
Post e 65.0%
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The teachers and youth workers who had been trained
to deliver this programme had even more successful
results. The surveys teenagers completed after this
training showed that their confidence in their ability

to critically consume information was statistically
significant, with 88% of teenagers confident they could
identify fake news. Furthermore, 622 demonstrated
knowledge of how to identify fake news, a significant
increase of 78% from their baseline score (Figure 6.2).
Three-month follow-up surveys showed that their
confidence in the majority of the measures of the
programme was still statistically significant. The smaller
gap between teenagers’ confidence in identifying fake
news and knowledge of it among those involved in the
train-the-trainer model demonstrates that this is a more
effective way to build teenagers’ knowledge than the
workshop model.

One reason for this could be that practitioners’
pre-existing relationships with teenagers created
smaller and more familiar learning environments,
which were conducive to knowledge development for
the majority of young people. On the other hand, the
school workshops delivered by external facilitators
created more dynamic spaces with a different style

of learning that not all participants benefited from.
One student from a school workshop at Warlingham
school observed that ‘not everyone got a chance to
speak because there were so many people. And a lot
of people said they would work better in groups with
people they’re more comfortable with.” Consistent
with this observation, we found that teenagers who
were given the training by teachers and youth workers
reported it had a greater impact on their self-perception
of skills and knowledge gain than those attending
school workshops: 86% and 92% of teenagers taught
by teachers felt they gained new skills and knowledge
respectively, and 852 and 81% of teenagers taught
by youth workers felt they gained new skills and
knowledge, compared with only 68% and 75% of
school workshop participants, respectively.

In interviews, practitioners told us that the curriculum
allowed them to craft a safe space, on their own terms,
with the young people they worked with, in order to
discuss critical issues that are usually not covered
comprehensively in schools or youth centres. This
allowed practitioners the freedom to alter the way the
curriculum was taught in line with the needs of their

group, in turn effecting greater change than school
workshops. One of the teachers noted that the lessons
‘gave students the safe environment and the space

to speak their mind, which they might not always get.
Students enjoyed giving me their opinions and views.
Students who are normally quiet got really involved.

Finally, itis important to note the difference in the
higher confidence level scores of the participantsin
feeling they could identify fake news, against their
lower knowledge scores, for both models. Additionally,
there were notable drops in the knowledge scores three
months later for both models. This again indicates that
education on these themes should be conducted over a
longer time period, and delivered by teachers and youth
workers, to allow teenagers to digest, practise and retain
these crucial critical thinking skills.
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Figure 6.2 The percentage of teenagers who could identify fake news and had knowledge of fake news before
and after being taught the Be Internet Citizens curriculum by trained teachers or youth workers

I would be able to identify ‘fake news’.

TTT Pre- | e
post ] 85.0%

Knowledge of how to identify ‘fake news’.

TTT Pre- I 35.0%
Post ] 62.0%




46 Be Internet Legends and Be Internet Citizens: Impact Report

Hate Speech and Free Speech

A key module of the curriculum focuses on hate speech
and free speech. The learning outcomes are centred

on teaching teenagers the differences between hate
and free speech, and suggesting a variety of effective
responses to hate speech. The activities garnered
discussions on the UK definition of hate speech, the
differences between offensive free speech and hate
speech, and how to respond to online hate.

After the school workshops participants demonstrated
statistically significant results for two of the relevant
four measures, with notable positive change in the
other two: 82% of teenagers felt they knew how and
why to ‘flag’ or report social media content (Figure 6.3),
with 67% of teenagers maintaining this confidence

six months after the workshops. One student from
Warlingham school emphasised the value of this
module to them:

If someone sent me a hate comment | would know
how to respond to it, whereas before | would have
probably sent them something hateful back, instead
of finding the right way to deal with the situation.
My response is more positive now.

While the baselines for these results were high, these
significant increases in confidence in knowing how
and why to flag or report hateful social media content
after the training suggest that the participants gained
applicable skills in countering hateful content: 68%

of teenagers felt they gained new skills, with the
focus groups indicating that the workshops helped
participants to articulate key concepts that they may
have come across before, but whose genesis and impact
they could not previously identify or understand. One
student from The Grange reiterated this sentiment,
observing: ‘If | see hate speech now I'll know what it is,
but | didn’t know before.’

However, while 80% of teenagers felt they knew the
differences between hate and free speech, only 23% of
teenagers knew the correct definition of hate speech
after a school workshop, a 1% increase from their
baseline score (Figure 6.4). As with teaching young
people how to be critical when consuming information,
these results demonstrate that those teaching young
people about challenging topics, such as how to deal

with online hate, require a long period of time in order
to impart this knowledge effectively. Participants
recognised they need this information and related
skills: one student from Cedars Academy reflected: ‘We
spend so much time online, so we need to know how to
protect ourselves and other people.

Two of the four measures under the trained teachers
and youth workers model were statistically significant
and two showed notable positive change: 89% of
teenagers felt they understood the difference between
hate and free speech, and 52% knew the definition

of hate speech, a 27% significant increase from their
baseline score. Notably, three months after being taught
the curriculum, 81% of teenagers retained knowledge
of the hate speech definition: a 24% significant increase
from their pre survey results (Figure 6.5). Here, as with
the fake news measures, the confidence and knowledge
scores were more aligned under the trained teachers
and youth workers model than the school workshops.
This again demonstrates the efficacy of equipping
teachers and youth workers to give effective lessons on
complexissues.

Confidence Online

Throughout the curriculum, the learning outcomes
and objectives are geared towards giving teenagers
the confidence to express themselves positively and
to promote tolerance and respect for the opinions
and worldviews of others online. The activities and
creative exercise touch on how individuals can use
their voice for good online, to encourage teenagers
to contribute proactively to creating a safer and more
positive online space.

The confidence of participants in school workshops
increased significantly for one measure and positively
for another after the workshops: 54% of teenagers felt
confident expressing their views online (Figure 6.6), with
51% of participants maintaining this confidence three
months later. More than two-thirds (72%) of teenagers
were happy to listen to people expressing different
worldviews from theirs (Figure 6.6). It isimportant to
note that the baseline scores of understanding for
both measures were high going into the workshops,
resulting in smaller increases as a result of the training.
Nonetheless participants acknowledged the value

of the training: a student from Cedars Academy told
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Figure 6.3 The percentage of students who knew how and why to flag or report social media content
before and after school workshop direct delivery

I know how and why to ‘flag’ or report social media content.

Directdelivery  Pre- ] 78.0%
- ] 2.0%

Figure 6.4 The percentage of students who could distinguish between hate speech and free speech,
and knew what hate speech is before and after school workshop direct delivery

| understand the difference between hate speech and free speech.

Direct delivery Pre- _ 69.0%
post ] 80.0%

Knowledge of hate speech.

Direct delivery Pre- _ 23.0%
Post ] 23.3%

Figure 6.5 The percentage of teenagers who knew what hate speech is before participating
in the Be Internet Citizens curriculum by trained teachers or youth workers,
and in a mid-term (MT) follow-up survey

Knowledge of hate speech.

T Pre- ] 5.45%
Post ] 81.2%
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us that ‘the workshops taught us the importance of
listening to other people’s opinions, and how to look
out for their opinions’, and a student from The Grange
commented, ‘The workshop made people more
confident and allowed them to be happier online and
have a more positive view of the internet.

Under the trained teachers and youth workers

model, both measures produced statistically significant
results, which continued three months after teenagers
were taught the curriculum: 65% of teenagers felt
confident expressing themselves online just after
being taught, with 55% of participants maintaining

this confidence after three months. A trained youth
worker commented, ‘The sessions really inspired the
young people to think for themselves and do their own
research on these topics.’

Nearly three-quarters (73%) of teenagers were happy
to listen to worldviews different from theirs after being
taught the curriculum, and this figure increased to 9126
of participants three months later (Figure 6.7). This
demonstrates that the messages contained within

these activities resonated with these teenagers in

the long term, as their tolerance increased over time.
However, as with the school workshop results, the
baseline scores for these measures were high and the
confidence increases were low. This similarity in the
results for both delivery models suggests that it would
be beneficial in future to expand the curriculum to focus
more on tangible examples of varied worldviews and
how to form and share viewpoints respectfully in order
to bring larger positive attitudinal change.




Be Internet Legends and Be Internet Citizens: Impact Report 49

Figure 6.6 The percentage of students who were happy to listen to people with views different from theirs

and confident to express their views online before and after school workshop direct delivery

I am always happy to listen to people expressing different worldviews to my own.

Pre- ] 700%
post ] 720%
| feel confident expressing my views online.
pre- ] 43.0%
Post ] 54.0%
Figure 6.7 The percentage of teenagers who were happy to listen to people express different
worldviews online and confident expressing their views online before and after being
taught the Be Internet Citizens curriculum by trained teachers or youth workers,
and in a mid-term (MT) follow-up survey
| am always happy to listen to people expressing different worldviews to my own.
Pre- ] 66.0%
Post ] 73.0%
mMT . 91.0%
| feel confident expressing my views online.
Pre- I 46.0%
Post ] 65.0%
LIl | 55.0%
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Potentially Negative Aspects of Online Behaviour

A key aim of the Be Internet Citizens curriculum is

to inform teenagers about the power of the internet

in shaping our attitudes towards other people.
Accordingly, some activities focus on how online
phenomena, such as echo chambers and filter bubbles,
can negatively influence the worldviews that individuals
hold and are exposed to online. Teenagers were
encouraged to be aware of these phenomena online, to
evaluate their potentially negative impact on individuals
and wider society, to think about ‘us and them’
arguments and scapegoating as rhetorical devices

used to encourage social polarisation and drive hateful
arguments and narratives, and to consider the problems
caused in society and politics by this type of thinking.
There was a greater change in participants’ ability to
understand what echo chambers and filter bubbles are
after taking part in both delivery models than for any
other area covered by the programme. After the school
workshops participants’ knowledge of all measures
increased, and they had retained this confidence

when surveyed three and six months later. The largest

change in confidence related to echo chambers

and filter bubbles, with increases of 122% and 116%%
respectively, which shows how few teenagers were
aware of these forms of online phenomena beforehand.
When surveyed six months later, participants had
retained their confidence, demonstrating the success
of the workshops and the ability of external facilitators
to empower students to understand how online
communications shape and influence the information
they consume (Figure 6.8).

Results from the process questions and qualitative
data demonstrated the need to educate teenagers
about the negative aspects of online behaviour. These
evaluations sought to understand the experiences of
the participants during Be Internet Citizens. Two-thirds
(64%) of participants in the school workshops found
the content to be relevant or highly relevant to their
lives, imparting valuable lessons they felt they would
pursue. One student from The Grange noted that ‘it
was enjoyable to learn what negative behaviour looks
like, the internet can be a positive place and a negative
place’; another from Warlingham school considered
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Figure 6.8 The confidence levels of students in understanding what echo chambers and
filter bubbles are before and after school workshop direct delivery, and in mid-term (MT)
and long-term (LT) follow-up surveys

| understand what echo chambers (also known as 'the bubble') are.

Direct delivery Pre- _ 2.60
Post e 548
Medium-term ] 460
Long-term | 482

I understand what 'the filter bubble'is.

Direct delivery Pre- _ 2.68
Post ] 526
Medium-term | 463
Long-term I 4.39
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that the content was ‘very, very relevant: it taught us life
lessons and safety, and to be careful what you do’.

As with the school workshops, the understanding

of all five measures of participants who took partin

the trained teachers and youth workers model
increased significantly, and they retained their
understanding of each of the five measures three
months later. Their confidence in understanding echo
chambers and filter bubbles increased by 119% and
97% respectively after being taught the curriculum,
with these increases continuing at 12726 and 95% three
months later (Figure 6.9).

These results for both models highlight the success

of teachers and youth workers and the content of the
programme in informing teenagers how the internet
influences opinion and worldviews. Teachers and youth
workers achieved consistently significant results among
teenagers surveyed three months after training, which
suggests that they are well placed to effect long-term
change in teenagers’ views on these important issues.
Practitioners contended that it was imperative to include
this type of education in schools as ‘a lot of schools focus
onvery “surface” type lessons and certainly don’t look at
things like filter bubbles and echo chambers'’.

The quality of delivery by teachers and youth workers
is seen when analysing the impact results of their
work on scapegoating. After participating in school
workshops, 68% of teenagers felt confident they knew
what scapegoating was, yet only 23%6 demonstrated
this knowledge when asked to pick the correct
multiple choice answer. Through the trained teachers
and youth workers model, 72% of teenagers had this
confidence, and 50% demonstrated this knowledge
(Figure 6.10). While the difference between knowledge
and confidence is prominent in both models, the gap
is markedly smaller in teenagers taught by teachers
and youth workers. This again highlights the need to
invest in teachers and youth workers to deliver digital
citizenship education to teenagers independently.

Wellbeing Online

The curriculum is undergirded by an emphasis on the
importance of collective online community wellbeing,
and includes activities on the practical ways in which
teenagers can help others as positive digital bystanders.

One example was the responses participants gave to
hate activity. A series of techniques was suggested that
teenagers could employ if they came across hate online,
encouraging a sense of responsibility for their peers and
othersin their online networks.

The results of this attitudinal development were lower
here than for other impact measures, for both models.
After the school workshops, the number of participants
who felt responsible for the wellbeing of people
connected to them through social media increased:
41% of participants agreed with the statement 'l feel
responsible for the wellbeing of people connected to
me through social media’, an increase of 2% from those
who agreed with it at the outset. While this confidence
persisted three and six months later, the increase in
confidence from the original baseline score was 3%
(Figure 6.11).

Similarly, after delivery by the trained teachers and
youth workers, 54% of teenagers felt responsible for
the wellbeing of others online, an increase of 1% on the
baseline figure. Although this figure increased by 11%
after three months, the changes were still small (Figure
6.12). The curriculum included tools and techniques
that teenagers can use to challenge negative behaviour
online, and to project a positive voice through social
media. There was less emphasis on the rights and
responsibilities of young people online, and how

they can stand up for the rights of peers and others
within their online networks. In future, expanding the
curriculum to have a greater focus on digital rights and
responsibilities could bring larger positive attitudinal
and behavioural change on this incredibly important
measure of digital citizenship. Participants emphasised
the value of being educated on wellbeing. A student
from Cedars Academy noted, ‘We spend so much time
online, so we need to know how to protect ourselves
and other people’
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Figure 6.9 The confidence levels of teenagers in understanding what echo chambers and filter bubbles
are before and after being taught the Be Internet Citizens curriculum by trained teachers
or youth workers, and in a mid-term (MT) follow-up survey

| understand what echo chambers (also known as ‘the bubble’) are.

TTT Pre- ] 2.28
post ] 590
Medium-term | 5.19

| understand what ‘the filter bubble’ is.

TTT Pre- ] 263
Post _ 5.77
Medium-term [ 512
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Figure 6.10 The percentage of teenagers who understood and knew what scapegoating is before
and after participating in school workshops (directly delivery) and curriculum delivery
by trained teachers and youth workers (TTT)

| understand what ‘scapegoating’ is.

Direct delivery Pre- _ 23.0%
post e 68.0%

Ability to define ‘scapegoating’.

Direct delivery Pre- _ 19.6%
Post I 225%

| understand what ‘scapegoating’ is.

TTT Pre- [ 17.0%
post ] 720%

Ability to define ‘scapegoating’.

TTT pre- ] 38.0%
Post I 50.0%
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Figure 6.11 The percentage of teenagers who felt responsible for the wellbeing of people connected
to them through social media before and after school workshop direct delivery

| feel responsible for the wellbeing of people connected to me through social media.

Direct delivery Pre- _ 36.0%
Post _ 41.0%
Figure 6.12 The percentage of teenagers who felt responsible for the wellbeing of people
connected to them through social media before and after being taught the
Be Internet Citizens curriculum by trained teachers or youth workers
| feel responsible for the wellbeing of people connected to me through social media.
T Pre- ] 49.0%
Post - 54.0%
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Teacher and Youth Worker Surveys

Given the challenges faced in ensuring young people
are safe, responsible users of the internet, it is important
that frontline practitioners are trained to teach young
people the requisite digital citizenship knowledge, skills,
behaviour and attitudes. These practitioners need to
demonstrate an understanding of key online harms that
teenagers encounter, and have the confidence to build
their resilience to these harms effectively.

In order to support practitioners, we invited teachers
and youth workers to attend Be Internet Citizens
training, according to their geographic location and
theirrole in teaching young people. For example, when
training was held in East London, we invited teachers of
PSHE, citizenship and computing, safeguarding officers
and assistant head teachers in charge of CPD within East
London schools to attend.

We gave teachers and youth workers trained by ISD as
part of the train-the-trainer model surveys before and
after their training, which had:

e questions about their experience with digital
citizenship education and resources

e confidence questions on a Likert scale measuring
their confidence in and understanding of key
elements of the curriculum

e open response knowledge questions, measuring
their knowledge of key curriculum elements.

The post survey included the same confidence and
knowledge questions, and process questions about
participants’ experience with the training. The matched
pre and post surveys provided a sample size of 34
teachers and 28 youth workers. Teachers and youth
workers acknowledged that they had gained new digital
citizenship knowledge and skills through attending the
training, and were full of praise for the way the sessions
were delivered. The key findings from the pre and post
surveys are presented below.

The Importance of Teaching Digital Citizenship

In the post surveys after the training we asked
respondents how important they think it is to teach
digital citizenship to teenagers, and 98% of teachers and
100% of youth workers said it was either very important
orimportant (Figure 6.13). One teacher who attended
the Cardiff teacher training noted, ‘The sessions offer
valuable knowledge and skills that students won’t have
been taught before. It will encourage them to think
independently and be more aware when online.’

In line with these views, when asked whether they
would like schools to receive more training in how to
teach digital citizenship to teenagers: 97% of teachers
said they would certainly or probably like more training
in schools, and 99% of youth workers said they think
learning about digital citizenship is valuable for
practitioners (Figure 6.14).

Provision of Digital Citizenship
in Schools and Youth Centres

While the pre and post surveys demonstrated that
teachers and youth workers believe digital citizenship
learning to be highly important, the surveys showed
that they do not feel that current provision of the
subjectin schools is adequate. Only 17% of teachers
believed that digital citizenship is taught effectively in
their schools, and only 9% of youth workers felt that it is

taught well in youth centres, while 25% felt it is taught
badly or very badly (Figure 6.15).

Q Q| Only 17% of teachers

believed that digital
citizenship is taught
effectively in their
schools, and only 996
of youth workers felt
that it is taught well
in youth centres

b 24




Be Internet Legends and Be Internet Citizens: Impact Report 57

Figure 6.13

Do you think it is
important to teach
digital citizenship to

young people?

Teachers

Figure 6.13

Do you thinkitis
important to teach

digital citizenship to

young people?

Youth workers

Figure 6.14 Figure 6.14
Would you like schools Is learning about
to receive more training digital citizenship
in how to teach digital valuable for youth and
citizenship? charity workers?
Teachers Youth workers

Very important 92%  Veryimportant 95% Yes, certainly 64% Yes, certainly 71%
Important 5%  Important 5%  Yes, probably 33%  Yes 28%
Slightly important 3%
| don’t know 3%  ldon’tknow 1%
Figure 6.15 Figure 6.15
Do you think In your experience,
digital citizenship how well taught do
is effectively taught you think digital

in your school?

Teachers

citizenship is?

Youth workers

Taught neither 33%  Taught neither 49%

well nor badly well nor badly

Well taught 17%  Well taught 9%

Badly taught 25%  Badly taught 15%
Very badly taught 10%

| don’t know 25%  ldon’tknow 17%
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Q Q | After the training

94% of teachers

and 96% of youth
workers could correctly
define the concept

of hate speech )

Both groups of practitioners considered their
knowledge of the subject to be limited, with only 13% of
teachers and 3% of youth workers saying they know a
great deal or a lot about digital citizenship (Figure 6.16).

Finally, although many of the participants taught
PSHE, computing or citizenship, 58% of them said they
have never taught digital citizenship before, and 42%
of youth workers said that they rarely or never work
with teenagers on digital citizenship issues, while only
15% frequently do so (Figure 6.17). One teacher who
attended a training session in West London said,

‘We absolutely need to teach more digital citizenship,

| just see it as ano brainer. | think schools only focus on
things which impact on them such as cyber bullying
without understanding the wider context.

Confidence and Knowledge measures

As with the teenagers who were taught the Be Internet
Citizens curriculum, teachers and youth workers were
surveyed on their knowledge of certain key concepts
and confidence levels across several measures in the
pre and post surveys, and the results from each were
compared to evaluate the impact of the training.

There were not statistically significant changes in the
practitioners’ knowledge before and after training in the
curriculum. After the training 942 of teachers and 96%
of youth workers could correctly define the concept of
hate speech and 97% of teachers and 100% of teachers
correctly defined the concept of scapegoating.

The surveys after training demonstrated that
teachers’ knowledge of all 11 confidence measures

had significantly improved (Figure 6.18), and youth
workers” knowledge of 10 confidence measures had
significantly improved (Figure 6.19), the exception
being 'l understand the concept of free speech’.
Youth workers’ understanding of this measure had
increased but not significantly. After the training
sessions there were notable increases in teachers’
confidence in understanding the concepts of fake news
(by 37%), echo chambers (by 119%) and filter bubbles
(by 145%), and notable increases in youth workers’
confidence in understanding of echo chambers (by
107%) and filter bubbles (by 124%).

One youth worker who attended a training session in
Cardiff said the training had helped participants ‘gain
lots of new knowledge’, while a teacher who attended
the Manchester teacher training noted that participants
‘now feel confident to now get the pastoral team trained
up to deliver to most pupils in the school’.
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Figure 6.16

How much do
you know about
digital citizenship?

Teachers

Figure 6.16

How much do
you know about
digital citizenship?

Youth workers

A moderate amount 48%  Alittle 52%
A great deal 4%  Agreatdeal 2%
Alot 9% Alot 1%
Alittle 22%  Amoderate amount 28%
None at all 17%  None atall 17%
Figure 6.17 Figure 6.17
Have you taught Do you currently
digital citizenship work with young
to young people people on digital
before? citizenship issues?
Teachers Youth workers
No 58% Yes, infrequently 43%
Yes 42%  Yes, frequently 15%
No, rarely 33%

No, never

9%
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Figure 6.18 The confidence levels of teachers in 11 measures relating to digital citizenship before
and after training (Asterisks indicate level of statistical significance: *p<.05, **p<.01, ***p<.001)

Confidence measures

| am confident having sensitive ] 476
conversations with young people
about extremism and terrorism.* _ 6.02
| am confident having sensitive ] 514
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Figure 6.19 The confidence levels of youth workers in 11 measures relating to digital citizenship before
and after training (Asterisks indicate level of statistical significance: *p<.05, **p<.01, ***p<.001)

Confidence measures

| am confident having sensitive ] 4.57
conversations with young people
about extremism and terrorism.* _ 5.4
| am confident having sensitive e 496
conversations with young people
about race and ethnicity.* | 5.57
| understand the concept ] 528
of fake news . ***

_ 6.10
| understand the concept [ 582
of biased writing ***

| 6.39
| understand the concept ] 2.89
of echo chambers.***

| 6.00
| understand the concept I 2.64
of filter bubbles.***

.| 592
| understand the concept ] 553
of emotional manipulation ***

I 6.25
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of scapegoating ***
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| understand the concept | 5.39
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Conclusions and recommendations

The evaluation of Be Internet Legends and Be
Internet Citizens demonstrates how digital
citizenship can be delivered effectively in primary
and secondary school settings, and signals key
areas for improvement for future iterations of

the programmes. The assessment of what digital
citizenship actually consists of, and thus what
standard the delivery was being measured against,
was encapsulated in the impact indicators used in
the surveys. These cover a number of key skills,
attitudes and behaviours deemed to be integral to
what good digital citizenship looks like, such as the
ability to consume online information critically, and
take responsibility for the wellbeing of peers online.
The key conclusions from the evaluation findings
are summarised below.

In future, the evaluation methodology could be adapted
to measure digital citizenship in a more holistic way,

with a comprehensive and graded ‘digital citizenship
index’ forming the basis of this concept. This index would
include a list of attributes required to be a good digital
citizen, and provide young people with a score that
signals what level they are operating at on the index,
based on the knowledge, skills, attitudes and behaviour
they demonstrate after participating in the programmes.
It would also include a weighted scoring scale, perhaps
with attitudinal and behavioural change worth more
than knowledge gain, given that this change is harder

to effect and a more valuable objective for this type of
sustainable, behaviour-influencing education.

In line with this proposed adaptation to future evaluation
methodology, we trialled a digital citizenship index
approach with the current evaluation results. In order

to do this, we normalised, averaged and scaled to 100
the mean responses to all questions on the pre and

post surveys, to create an overall ‘digital citizenship

score’, which covers the knowledge, skills, attitudes
and behaviour that we were measuring young people
against in this evaluation. These overarching scores are
presented in Table 7.1.

These indices cover responses to confidence and
knowledge questions, so measure young people’s
overall confidence in and understanding of the key
concepts of each of these programmes. As observed in
the detailed evaluations described in previous chapters,
participants’ understanding of all the key concepts of
the programmes and their confidence in addressing
the issuesinvolved online increased in all interventions.
This has led to increases in these indices in all three
intervention models.

Conclusions

Both programmes improved the fundamental digital
citizenship capacities of the young people who
participated in them, especially increasing their
knowledge and confidence on key digital issues. The
greatest positive effects of both programmes were
observed in the knowledge and confidence gains by
young people. For example, Be Internet Legends had

a consistent, statistically significant, positive impact

on participants’ confidence in knowing when to speak
to adults about things that confused or scared them
online. Similarly, all three intervention models left over
half of participants able to describe the elements of a
strong password correctly, a key knowledge concept

in ensuring young people’s security and privacy online.
The largest increases in confidence among participants
was for those participating in both Be Internet Citizens
models and studying echo chambers and filter bubbles,
which are integral knowledge concepts when identifying
negative aspects of online behaviour: teenagers’

Table 7.1 The overall digital citizenship scores for the different training models, pre and post survey

Be Internet Legends

Be Internet Citizens
Train-the-Trainer

Be Internet Citizens
School workshops

Pre-survey 50

55 60

Post-survey 70

66 74
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confidence ability to identify these phenomena
increased by up to 122%. These teenagers were
optimistic they had gained new skills and knowledge.

The lessons model was the most effective for pupils
participating in Be Internet Legends, showing that long
sessions with deep engagement lead to knowledge and
skills gains in children. The surveys and the interviews
with teachers showed that the lessons model had a
greater impact on children than the assemblies, which
were less conducive to effective teaching and learning.
The fact that lessons allow for more engagement and
in-depth interaction with a young age group, which
requires greater attention, is particularly important
when delivering a full and pertinent curriculum in
primary schools. Following the lessons, participants
reported greater enjoyment and a greater likelihood to
use the internet differently, so the programme would
have a greater effect on more children by focusing on a
model that combines assemblies with lessons.

The train-the-trainer model was the most effective for
teenagers participating in Be Internet Citizens; they
gained and retained stronger knowledge and skills three
months later after being taught by teachers and youth
workers. The programme had particularly successful
outcomes for teenagers involved in the teacher and
youth workers model of delivery, suggesting that digital
citizenship education is most effective when delivered
by practitioners over long sessions embedded in

school and youth centre timetables. Notably, teenagers
retained the significant knowledge of fake news, hate
speech and scapegoating that they gained after being
taught the curriculum three months after the training.
This demonstrates the success of frontline practitioners
at imparting sustainable knowledge of key digital
citizenship concepts to young people, and signals a
long-term need to invest in training them to teach this
type of education to teenagers. Accordingly, Be Internet
Citizens should scale up its teacher and youth worker
training models, as a more cost-effective approach than
the school workshop model, to achieve impact at scale.

In future, both programmes should amend their
content to focus more on topics that are integral to the
digital lives of young people through this evaluation,

in order to provide effective and relevant digital
citizenship education in primary and secondary
education settings. The qualitative data from Be

Internet Legends revealed that most children use the
internet primarily for online gaming. Consequently,
teachers emphasised that the curriculum should be
amended to give more prominence to gaming, in line
with how children use the internet, in order to equip
them with the skills to protect themselves online when
accessing large gaming communities of strangers.
Similarly, a key objective of Be Internet Citizens is to
empower teenagers to create positive online spaces
for themselves and their peers. However, attitudinal
development in this area was lower than for other
confidence measures: only 41% and 53% of teenagers
felt responsible for the wellbeing of people connected
to them through social media after the school
workshops and delivery by trained teachers and youth
workers respectively. Therefore, the curriculum should
focus more on collective online community wellbeing,
in order to develop this hugely important aspect of
digital citizenship in teenagers.

Recommendations

Those with the influence to support young people

in becoming empowered digital citizens have a
responsibility to do so. Tech companies, governments,
educators, parents and civil society actors need to

work together in order to keep pace with changes to

the digital world and update the education system
accordingly. While there is broader recognition of the
need for building digital literacy skills and knowledge,

as evidenced in the Government’s 2019 Online Harms
White Paper, there is a need to go beyond digital literacy
and focus on the norms and behaviour that comprise
digital citizenship.?? The following recommendations
focus on how further collaboration between
stakeholders can empower young people to realise their
potential and improve their online communities as good
digital citizens.

Define and standardise digital citizenship. There is broad
recognition of the need to build digital literacy skills

and knowledge, as demonstrated in the Government’s
2019 Online Harms White Paper, while the Digital,
Culture, Media and Sport Select Committee’s report
Disinformation and ‘Fake News’ (2019) recommends
that digital literacy should be a ‘fourth pillar of
education, alongside reading, writing and maths’. This

is aworthwhile idea, but it isimportant that digital
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citizenship is recognised as a core component of digital
literacy and is effectively taught in schools and youth
centres. Therefore, the Government should produce

a standardised UK definition of digital citizenship so
that education practitioners clearly understand what

it means, why it is an important part of young people’s
education, and the specific knowledge, skills, attitudes
and behaviours it entails.

The Government’s Online Harms White Paper (2019)
suggests that supporting information will be produced
for schools on how to teach internet safety — this would
present an ideal opportunity for the Government to
define digital literacy and citizenship and emphasise
theirimportance. The white paper places a lot of
emphasis on media literacy and proposes the creation
of an online media literacy strategy; this is an important
and positive step, but it should sit at the heart of a wider
drive to improve digital citizenship learning, in line with
similar proposals made by the Children’s Commissioner.
Along with media literacy, practitioners must be guided
to teach the rights and responsibilities of young people
online, the need for critical thinking in all online activity,
and norms for online social cohesion.

Embed digital citizenship into the national curriculum
and provide training for practitioners. The Government
has promised to improve aspects of digital literacy,

as evidenced by its draft statutory guidance for
relationships education, relationships and sex
education, and health education (2019), and recent
proposals in the Online Harms White Paper (2019).%2
However, there is still a lack of robust, supportive
guidance on how digital literacy should be taught and
where it would fit in an already overcrowded curriculum.
Currently schools are free to determine how they
deliver this content, which risks there being ineffective
teaching and inadequate learning, or an absence of
provision entirely. More than half (58%) of the teachers
trained on the Be Internet Citizens programme had
never taught the subject before, despite 85% thinking
it is an extremely important subject to teach (see
Technical Appendix 3).

Rather than being spread piecemeal across the PSHE,
citizenship and computing programmes of study, digital
literacy and digital citizenship should be a mandatory
component of one of these subjects. The Government
should also encourage and support leaders of schools

and youth centres to train staff to deliver effective
digital citizenship learning, and promote effective
initiatives that facilitate this. The Government’s
response to the relationships and sex education
guidance consultation backs these ideas: it highlights
that teachers have been vocal about requiring more
training in this area and ‘additional guidance on which
resources are appropriate’. Our research supports this:
95% of teachers we trained wanted more training in
digital citizenship (see Technical Appendix 3). Senior
leadership teams in schools should allow adequate CPD
(continued professional development) time for the
relevant staff to develop expertise in this area.

Technology companies need to continue investing in
digital citizenship education programmes. While the
Government should ensure that the national curriculum
is updated to include teaching digital citizenship, these
companies also have a vitally important role to play in
ensuring that young people’s education in this area

is delivered effectively. As the operators of vast social
media platforms, they are uniquely placed to work with
civil society organisations (CSOs) in order to keep pace
with changes in technology and adapt digital citizenship
learning accordingly.

For example, teaching on fake news should now cover
the rise of ‘deep fake’ video content and manipulated
images, which will exacerbate the challenges young
people face in evaluating the quality of information.
Technology companies should feed insights on new
trends like this into the development of educational
programmes that teach young people digital citizenship
and resilience online. Moreover, the size of these

firms means they are able to leverage their extensive
resources to scale these programmes in order to reach
significant proportions of young people in the UK.

Companies should also continue to build out digital
tools to ensure that young people are more aware

of and resilient to the range of harms they face. It is
important that technology companies continue to
invest in the charities that deliver these educational
programmes, and that they do so through a formalised
funding stream that ensures they are sustained at scale
and improved upon year on year.

Support effective digital citizenship teaching in informal
education contexts. Our research for Be Internet
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Citizens shows that 88% of teenagers taught the
curriculum in youth centres said they would behave
differently online as a result (see Technical Appendix
2). This was a more significant behavioural change than
achieved among teenagers learning the curriculum in
schools (72%). This could point to youth workers being
the most credible messengers to inspire young people
to behave more positively online. Moreover, interviews
conducted with youth workers confirmed that digital
citizenship education in informal contexts is extremely
valuable, not least because the nature of informal
learning allows for in-depth discussions on key concepts
such as fake news and filter bubbles, echo chambers
and emotional manipulation. Governments, CSOs,
tech companies and parents should encourage digital
citizenship learning to take place in informal education
contexts with resources specifically created for this
style of learning.

Promote digital citizenship learning at ages

11-13. Young people aged 11-13 have only recently
started secondary school and are likely to be more
impressionable to social media than older students,
and often influenced by their older peers. Formal

and informal delivery models must engage students
at this age in order to build their critical thinking skills
and resilience before they can begin to use social
media according to tech company terms of services.
As part of the government drive for greater industry
co-ordination in producing effective initiatives, digital
citizenship learning across all secondary school key
stages must be ensured.

The Government’s guidance on relationships and sex
education has made a promising start by outlining the
broad internet safety topics that schools should cover at
secondary school; now more detailed guidance should
follow on the different skills, knowledge and behaviour
that should be covered in key stages 3 and 4, starting
with detailed instruction on how to use resources such
as the comprehensive framework of the UK Council

for Internet Safety (UKCIS) comprehensive framework,
Education for a Connected World.?

Introduce education for parents and carers to ensure
they are kept informed of the challenges their children
face online. Parents and carers have a vital role in
regulating the amount of time children spend online,
and reinforcing the positive and cautious messages

Interviews conducted
with youth workers
confirmed that digital
citizenship education
in informal contexts is
extremely valuable

b 3

W

about the digital world that young people learn at
school or at youth centres. In order to do the latter
effectively, they must be informed about the range of
challenges that young people could face online, and
be able to point them in the direction of positive online
content. Charities and public bodies such as Young
Minds and UKCIS have produced guides for parents
and carers on the different types of social media that
children use and how to support safe and responsible
behaviour online, but it is not clear how many people
these materials reach, or whether this approach is
proving effective.

Alongside the current web-based, digital guide
approach, CSOs, technology companies, the
Government and educational institutions should work
collaboratively to improve the quality of education that
parents and carers receive on social media and online
harms. An example of cross-sector collaboration is the
online safety partnership between the National Society
for the Prevention of Cruelty to Children (NSPCC)

and 02, which not only offers online support but also
operates a helpline service and drop-in sessions to
discuss online safety. These have engaged more than
11,000 parents in over 450 O2 stores. Adult education
programmes like this should receive further investment,
not only to inform parents and carers of the range

of online harms and up-skill them in available digital
tools that help them to understand and regulate their
children’s online activity.
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Technical appendices

Be Internet Legends
Methodology

We evaluated the Be Internet Legends curriculum

in four schools in the UK, which represent samples
of the schools that currently participate and/or have
participated in the programme. In each of these
four schools:

® we delivered pre and post surveys to all key stage 2
pupils (ages 7-11)

® aselection of participant students joined a
qualitative focus group

® two teachers participated in semi-structured

interviews about their experience with the curriculum.

Criteria

We set out selection criteria for schools to ensure

the evaluation was representative of schools
currently engaging with Be Internet Legends and as
representative as possible of the general UK student
population while maintaining comparability between
schools. These were our selection criteria for schools:

® bein different areas (one in London, one in the
Midlands, one in the North and one in Wales;
Scotland was excluded as the education system
varies from the rest of the UK, a variable that could
have interfered with the evaluation)

® ideally have a minimum of 500 key stage 2 pupils
(roughly 125 students per year)

® have uniform Outstanding or Good Ofsted ratings
® have high teacher engagement

® have no previous interaction with the Be Internet
Legends programme.

Sampling Plan

The Be Internet Legends curriculum can be delivered

in two formats: via a series of lessons orin a large
assembly. This evaluation aimed to find out how
effective these delivery models were, and the potential
forincreased impact if the programme was delivered

to studentsin both formats. In order to capture these
effects, we created three distinct intervention groups. A
fourth group had no interaction with the curriculum and
was used as a comparison group. This sampling plan is
illustrated in Table A.1.

Surveying

We surveyed students (participants and control group)
twice: before the intervention and immediately after it.
The pre survey included:

® basic demographic questions (e.g. age, birth country,
language spoken at home)

® confidence questions on a Likert scale, measuring
students’ confidence in and understanding of key
curriculum elements

® open response knowledge questions, measuring
students’ knowledge of key curriculum elements.

Table A.1 The type of delivery of Be Internet Legends in the participating four schools

Curriculum Year School 1 School 2 School 3 School 4

Age 7-9 curriculum Year 3 Combined Lessons Control Assembly
Year 4 Lessons Combined  Assembly Control

Age 9—11 curriculum Year 5 Control Assembly Combined Lessons
Year 6 Assembly Control Lessons Combined




Be Internet Legends and Be Internet Citizens: Impact Report 67

The post survey included the same confidence and
knowledge questions, and process questions to
understand students’ experience of the programme. As
the curriculum for years 3—4 varied slightly from that for
years 5—6, fewer confidence questions were included in
the survey for younger pupils. All surveys were matched
using ISD’s anonymous matching system. Numbers of
matched pair surveys are presented in Table A.2.

Table A.2 The number of matched pair surveys
for the different delivery models of
Be Internet Legends

Pre Post Matched

(groups) (groups) surveys
Lessons 2 2 172
Assembly 2 2 208
Combined 2 2 193
Control 2 2 176

We analysed differences between the pre and post
survey results statistically to determine which changes
could be attributed to the curriculum. The control
group served as a comparison for intervention groups,
controlling for potential externalities that may have
affected all students equally during programme
delivery. See ‘Statistical Analysis’ below.

Focus Groups and Teacher Interviews

We ran student focus groups in each school to obtain
further qualitative data about students’ experience with
the programme, their understanding of the concepts,
what worked well and how the curriculum could
potentially be improved.

We conducted interviews with two teachers in each
school to find out their experience with the curriculum,
what they thought worked well, and areas they thought
could be improved.

Limitations

There is one key limitation to note when discussing
these results. These surveys are composed primarily
of self-assessed confidence measures. Children aged
7-11 are not always able to assess their understanding
of concepts accurately, particularly in an area where
they may have little knowledge, such as this one.

We discussed all questions on the surveys with
representatives from Parent Zone to ensure they were
appropriate and understandable to this age group, yet
itis difficult to control for this effect entirely. Therefore,
some of these findings may underestimate the impact
of the programme.

Description of the Sample

Figures A.1 and A.2 present the demographic data
gathered from students in the pre surveys. The sample
was roughly evenly split between year groups, though
students from year 3 comprised nearly 30% of the
sample, while students from year 6 made up less than
20%. There was a roughly even split between boys
(48%) and girls (52%) in the sample, while a very small
percentage (<1%) of students did not identify as male
or female.

A majority of students reported speaking only English
at home (58%), one-fifth spoke a mixture of English
and another language (21%), and the remaining one-
fifth of students spoke a different language exclusively
at home (21%).

Over three-quarters of students reported using the
internet at least once a day (36% once a day, 20% more
than five times per day, and 21% more than ten times per
day). Only 16% reported using the internet about once a
week, and just 7% reported using the internet only once
per month. Internet use was prevalent and frequent
among this sample of comparatively young students.

Process Questions

In post surveys, all students were asked questions
about their experience with the Be Internet Legends
programme. Summaries of responses to process
questions for the different groups of participants are
presented below.
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Overall, students enjoyed the survey, with a majority
of students from all delivery models reporting that
they liked Be Internet Legends a lot. Participants in the
assembly model of delivery enjoyed the programme
more than those involved in other methods of delivery
(Figure A.3), reflecting the potential ‘wow factor’
mentioned by one of the teachers.

A consistent and large majority of students participating
in all delivery models recognised links between what
they learned in the Be Internet Legends curriculum and
their experience of the internet (Figure A.4).

A majority of students also thought they had learned
new ways to be safer online, with the lessons model of
delivery being most successful (69% of participants)
(Figure A.5).

After the participating in the lessons model, 83%

of students reported they would use the internet
differently (compared with 64% for those trained using
the assembly model and 75% for those trained with the
combined models) (Figure A.6).

Statistical Analysis

In order to assure that the control group was a reliable
comparison for the intervention groups, we wanted to
verify that the control and intervention groups were
statistically similar before the intervention and the
control group did not change significantly between pre
and post surveying:

® |nthe pre survey, the control and intervention groups
varied at a statistically significant level (p<.01) in two
questions: Q3 and Q11.

® Between the pre and post survey, the control group
demonstrated a statistically significant change in two
questions: Q1 and Q4.

Pre scores across all intervention models did not vary at
a statistically significant level, so the mean pre scores
presented in this report and below are the mean pre
scores for all intervention models (for ease). However,
statistical testing was conducted on matched pairs from
each delivery model.
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We calculated change scores for all individuals and
compared them across intervention models. As

Likert scales produce non-parametric data, we used
the Kruskal-Willis Test to find statistically significant
differences between intervention models and the
control group. For the four questions mentioned above
where we identified variances with the control group
(Q1,Q3, Q4 and Q11), we disregarded the control group
and compared pre and post scores using the Wilcoxan
Signed Ranks Test.

Tables A.3—A.6 present an analysis of responses to
confidence statements and knowledge questions in pre
and post surveys, looking at:

® the mean pre scores for all intervention models

® the post mean for each intervention model

® the percentage change from the pre score for each
intervention model

® the p value for determining statistical significance

® the percentage of students who were confident (5 or
above on Likert confidence scales) in the pre survey
for each intervention model

® the percentage of students who were confident (5 or
above on Likert confidence scales) in the post survey
for each intervention model

® the number of participants in each of these analyses.

Results are separated by year group and type of
programme delivery.
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Question
Figure A.1

The year and gender of
participants in the evaluation

Question
Figure A.2

The language spoken at home
and level of internet use of
participants in the evaluation

Question
Figure A.3

Participants’ responses

to the question ‘Did you
enjoy BIL?’ after participating
in Be Internet Legends
training, by type of delivery

S/7%

of participants
delivered the scheme
in lessons said they
"liked it a lot"

Year Gender
Year 3 29.6%  Female 51.6%
Year 4 26.9%  Male 47.7%
Year 5 25.6%  Other 0.7%
Year 6 17.9%
Language Internet use
English 57.8%  Aboutonce amonth 7.5%
Other 21.2%  Aboutonce aweek 15.5%
English + Other 21.0%  Aboutonce aday 35.8%
5+ times a day 19.7%
10+ times a day 21.5%
Lessons Assembly Combined
Ilikeditalot 571%  llikeditalot 64.2%  llikeditalot 58.2%
I liked it 30.4%  llikedit 21.9%  llikedit 27.9%
I neitherliked it 8.9%  Ineitherlikedit 8.6%  Ineitherliked it 10.6%
nor disliked it nor disliked it nor disliked it
| disliked it 2.0% ldislikedit 2.4%  ldisliked it 1.0%
| disliked it a lot 1.6%  |dislikeditalot 29%  ldislikeditalot 2.3%
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Question
Figure A.4

Participants’ responses to the
question ‘Can you recognise
the links between what

you have learned and your
experience of the internet?’
after participating in Be Internet
Legends, by type of delivery

Question
Figure A.5

Participants’ responses to the
question ‘Do you think you
have learned new ways to be
safer on the internet?” after
participating in Be Internet
Legends, by type of delivery

Question
Figure A.6

Participants’ responses to the
question ‘Do you think you’ll
use the internet differently?’
after participating in Be Internet
Legends, by type of delivery

Lessons Assembly Combined

Yes, lots 38.4%  Yes,lots 35.4%  Yes,lots 39.6%
Yes 42.5%  Yes 401%  Yes 36.3%
No 41%  No 59% No 6.0%
No, not at all 2.0%  No,notatall 3.6%  No,notatall 1.7%
| don’t know 13.0%  ldon’t know 15.0%  ldon’tknow 16.4%
Lessons Assembly Combined

Yes, lots 68.6%  Yes,lots 55.2%  Yes,lots 58.9%
Yes 23.3%  Yes 30.7%  Yes 26.3%
No 29% No 53% No 4.4%
No, not at all 1.2%  No,notatall 3.2%  No,notatall 3.7%
| don’t know 4.0%  ldon’tknow 5.6% ldontknow 6.7%
Lessons Assembly Combined

Yes, lots 53.3%  Yes,lots 33.8%  Yes,lots 46.9%
Yes 29.7%  Yes 30.2%  Yes 27.6%
No 6.5% No 12.5% No 4.4%
No, not at all 2.0%  No,notatall 9.5%  No,notatall 4.4%
I don’t know 8.5%  ldon'tknow 14.0%  Idon’tknow 16.7%

47%

of participants

delivered the scheme
would alter their online

behaviour "lots"

of participants
delivered the scheme
in lessons felt they did

not learn new ways to
be safer online
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Table A.3 top Statistical analysis of responses to confidence statements in pre and post surveys by children
in years 3 and 4 who participated in Be Internet Legends, by programme delivery type

Table A.4 bottom Statistical analysis of responses to knowledge questions in pre and post surveys by children
in years 3 and 4 who participated in Be Internet Legends, by programme delivery type

o|o! °|° i
> 5 o 2 | %“k = R
e@éb %‘6@ 'z>°¢§) éQ« éQO %‘é\e é\%@
Years 3—4, Confidence measures Q€ QS o Q S RS Q S s
I know how | can build a good 297 3.54 19 0111 22 41 69 3.38 14
digital footprint online.
I think about how to keep 4.97 4.37 =12 0.005 57 55 65 4.83 -3
my posts private when |
share things online.
| know how to protect my 4.97 4.83 -3 0.392 65 62 66 477 -4
personal information online.
| know how to spot a 3.22 3.50 9 0.628 20 31 64 3.54 10
phishing attack online.
I know how to spot if 4.98 4.83 -3 0862 55 59 64 5.23 5
something online is false
or trying to trick me.
I know how to tell if someone 4.61 517 12 0.767 56 68 63 4.54 -2
I meet online is someone
[ can trust.
I know when to talk to 5.72 6.10 7 0.004 77 87 62 5.82 2
an adult about something
that may confuse or scare
me online.
| know when | should be 5.45 5.46 0 0.960 68 73 63 5.48 1
brave and talk about things
that may scare me online
with an adult.
I know which adult | can talk 5.72 5.92 4 0.870 78 83 63 5.47 -4
to about things that may
confuse or scare me online.
@d\ o‘@
®o|o S\(}Otj@a | (‘)\06®a ®°|D
& oo & LS &
Years 3—4, Knowledge measures d\"’o Q & @%Q S a‘?QO N d@o
Digital footprint 800 0.000 3 29 63 100

Strong password 17 0.002 56 65 63 940
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0.431 18 32 114 4.23 43  0.012 23 43 152

0.125 57 61 109 5.54 11 0.309 67 73 153

0.786 54 59 110 5.89 19 0141 63 82 150

0.769 23 39 109 4.25 32 0.697 37 49 152

0.748 68 68 LN 5.81 17 0.054 61 78 148

0.739 48 58 110 5.08 10 0.563 58 64 146

0.048 73 77 M 6.28 10 0.003 78 88 144

0.835 65 73 108 5.96 9 0.648 79 82 145
0.654 77 74 107 6.23 9 0.398 78 88 145
& N & &
Kooﬁﬂea) ‘\Qo@a of K(,O@@a) cg\c,oe{;
S o|o &) < ot & o|o <
Q|o OQ \d OQ ) o|o OQ O<\
<< K Oa}l L (\'bo < c,Q OC} L
Q T @ V@ S C Q (T & V@ <>
0.123 0 45 93 300 0.000 7 28 144

0.023 5 56 93 71 0.000 47 81 144
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Table A.5 Statistical analysis of responses to confidence statements in pre and post surveys by children
in years 5 and 6 who participated in Be Internet Legends, by programme delivery type
Continued overleaf

N o|o
Q = oo Q|° > N
@e'b %&6\6 @Qo‘% éQ@ c\QO% %\}(\6
Years 5—6, Confidence measures © <° o Q ® ¢ Q QS I
I know how | can build a good 2.72 5.21 92 0.001 25 65 103 3.34 23
digital footprint online.
I think about how to keep 5.69 6.25 10 0.804 80 89 102 5.76 1
my posts private when |
share things online.
| know how to protect my 5.98 6.25 5 0966 89 88 103 6.06 1
personal information online.
I know how to spot a. 3.28 5.40 65 0.236 45 73 100 4.28 31
phishing attack online
| know how to spot if 5.55 6.22 12 0.674 81 87 103 5.48 =1
something online is false
or trying to trick me.
I know how to tell if someone 4.85 5.66 17 0.955 74 74 102 5.65 17
I meet online is someone
| can trust.
| know how to build 5.78 6.32 9 0139 77 88 102 6.42 1
a strong password.
[ know how to use my 5.09 5.88 16  0.209 73 80 101 5.51 8
security setting to stay
safe online.
I would know how to find 5.79 6.32 9 0.395 83 91 103 6.24 8
help if | feel unsafe online.
I would know what to do if | 5.71 6.31 10 0.579 81 90 101 6.21 9
saw hurtful behaviour online.
| feel responsible for the 4.62 5.37 16  0.068 60 72 103 470 2
wellbeing of people connected
to me through social media.
| consider the motivations 4.55 5.22 15 0.600 60 67 100 4.95 9
behind why people post things online.
| know when to talk to an 6.25 6.24 0 0.663 88 85 102 6.46 3

adult about something
that may confuse or scare
me online.
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N
olo \‘do 'Z)Q olo QIO \,Qlo
({\\Q@ éQO"’ ,é(\e ,boooe’ (s\\Q@ KQO(O
Q P & S Q° < Q (X oy <~
0.547 13 32 79 4.61 70 0.000 9 52 56
0.528 78 78 78 5.72 17 0819 72 79 61
0.080 81 84 79 6.09 2 0751 81 84 58
0.016 21 45 78 5.24 60 0.001 25 71 55
0.695 66 75 77 5.75 4 0.337 79 79 61
0.132 58 78 78 5.07 4 0.095 42 63 60
0.005 65 90 78 6.00 4 0483 73 81 59
0.118 59 75 79 5.45 7 0.081 62 67 58
0.950 82 87 78 6.03 4 0478 71 81 58
0.030 71 86 76 5.87 3 0756 77 80 60
0.700 52 57 77 4.39 -5 0.060 39 53 57
0.281 49 65 78 4.94 9 0.072 43 58 53

0.067 87 94 79 6.31 1 0.055 85 88 59
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Table A.5 top Statistical analysis of responses to confidence statements in pre and post surveys by children
in years 5 and 6 who participated in Be Internet Legends, by programme delivery type

Table A.6 bottom Statistical analysis of responses to knowledge questions in pre and post surveys by children
inyears 5 and 6 who participated in Be Internet Legends, by programme delivery type

0|0 °|°
o L ol | N S olo
6@% &@e & s\Q& c\Qo(o ,&@0 &
Years 5—6, Confidence measures g S &® N ® s N 4 ®
| know when | should be brave 6.03 5.91 -2 0.763 83 83 102 6.41 6
and talk about things that may
scare me online with an adult.
| know which adult | can 6.30 6.33 T 0.562 88 90 102 6.61 5
talk to about things that may
confuse or scare me online
X
««Q/(’,&‘ OO«QQJ(J
®o|o okooﬁeg og\ (j@\ ®o|o
& o & NAN %
Years 5—6, Knowledge measures (y"’o Q L @?Q S R N G{@o
Digital footprint 460 0 5 29 95 0
Strong password 85 0.486 42 78 95 35
Scammer 81 0.119 22 40 95 75
Upstander 460 0 5 29 95 100
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0.448 86 92 78 6.15 2 0.055 76 83 59
0.405 90 95 79 6.27 0 0.287 88 88 60
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0.903 54 73 63 50 012 42 62 53
0.049 25 44 63 -17 0124 23 19 53

0.046 0 6 63 850 0] 4 36 53
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Be Internet Citizens
Methodology

We evaluated two delivery models of the

Be Internet Citizens curriculum in this report:
direct delivery and train-the-trainer. Each of these
evaluations included:

® pre and post surveys to all teenagers
® qualitative focus groups with selected students

® interviews with selected teachers about their
experience with the curriculum.

Details of each of these evaluations are outlined below,
by delivery model.

Direct Delivery Sampling Plan

We evaluated this delivery model in six schools

across the UK, randomising student participation in
the programme at class level. Some classes did not
participate, creating a control group. After cleaning the
data, the full sample size was 440 (Table A.7).

Surveying

All students (participants and control group) were
surveyed four times: before the intervention,
immediately following the intervention, and three
months and six months after the intervention.
The pre survey included:

Table A.7 Sample size of the direct delivery model
of Be Internet Citizens by time of survey

® basic demographic questions (e.g. age, birth country,
language spoken at home)

® confidence questions on a Likert scale, measuring
students’ confidence in and understanding of key
curriculum elements

® open response and multiple choice knowledge
questions, measuring students’ knowledge of key
curriculum elements.

The post survey included the same confidence and
knowledge questions, and process questions to
investigate students’ experience of the programme.
Three- and six-month follow-up surveys included only
confidence and knowledge measures.

We analysed differences between the pre and post
surveys statistically to determine which changes
could be attributed to the curriculum. The control
group served as a comparison for intervention group,
controlling for potential externalities that may have
affected all students equally during programme
delivery. We conducted the same analysis on the
three- and six-month follow-up surveys, as detailed
below.

Focus Groups and Teacher Interviews

We held four student focus groups to obtain further
qualitative data about the students’ experience of the
programme, their understanding of the concepts, what
worked well and how the curriculum could potentially
be improved.

Table A.8 Sample size of the train-the-trainer model
of Be Internet Citizens by time of survey

Sample size Sample size
Pre 440 Pre 223
Post 440 Post 223
3-month follow-up 306 3-month follow-up 166
6-month follow-up 88  6-month follow-up 0




Be Internet Legends and Be Internet Citizens: Impact Report 79

We also conducted four teacher interviews to find out
their experience of the curriculum, what they thought
worked well, and areas they thought could be improved.

Train-the-Trainer Sampling Plan

We evaluated this delivery model with a sample size

of 223 over seven training sessions, four in schools
and three in youth centres, and used no control group
(Table A.8).

Surveying

We surveyed teenagers three times: before the
intervention, immediately following the intervention
and three months after the intervention, using
surveys asking:

® basic demographic questions (e.g. age, birth country,
language spoken at home)

® confidence questions on a Likert scale, measuring
students’ confidence in and understanding of key
curriculum elements

® open response and multiple choice knowledge
questions, measuring students’ knowledge of key
curriculum elements.

The post survey included the same confidence and
knowledge questions, and process questions to find
out students’ experience with the programme. Three-
month follow-up surveys included only confidence and
knowledge measures.

We analysed differences between the pre and post
surveys and three-month follow-up surveys statistically
to determine which changes could be attributed to the
curriculum, as detailed below.

Teacher and Youth Worker Interviews

We conducted seven informal interviews with teachers
and youth workers who delivered the curriculum to
find out their experience of the curriculum, what they
thought worked well, and areas they thought could

be improved.

Limitations

As with the Be Internet Legends evaluation, these
surveys primarily comprise self-assessed confidence
measures. Teenagers are not always able to assess their
understanding of concepts accurately, particularly in

an area where they may have little knowledge, such

as this one. We crafted questions to ensure they were
appropriate and understandable to this age group
(13-15), yet it is difficult to control for this effect entirely.
Therefore, some of these findings may underestimate
the impact of the programme.

Description of the Sample
Participants

We collected demographic details of students who
participated in the school workshops and train-the-
trainer model through the pre surveys. This data is
critical to ensure that the project addressed and worked
effectively for all in the target audience. It will continue
to be valuable in future iterations of the project,
allowing us to adapt and refine the content to ensure
equality of outcomes.

Students: School Workshops

The student demographics show that gender
distribution in the school workshops was well balanced,
with broadly equal numbers of boys, girls and other
genders participating: 52% of participants were male,
46% were female and 1% chose ‘other’ (Figure A.7).

The target age group for school workshops was 13—15
and we were successful in reaching this age group:

98% of participants were aged 13—15, and 2% were 16
(Figure A.8). Thus we could evaluate how effective the
workshops had been, notably whether their content was
age appropriate for the intended target audience.

Around two-thirds (63%) of participants came from a
non-religious background. The three main religions
represented were Christianity (18%), Islam (15%) and
Hinduism (2%) (Figure A.9).

About two-thirds (65%) of participants had a white
British background (Figure A.10) and 91% were born in
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the UK (Figure A.11). Others came from other countries,
such as Pakistan, and 15% of participants spoke a
language other than English at home (Figure A.13).

Nearly three-quarters (71%) of the parents of participants
were born in the UK (Figure A.12), and 85% of participants’
families spoke English at home (Figure A.13). In total, 9%
of participants were first generation migrants, and 30%
were second generation migrants (Figures A.11 and A.12).

The reason for the lack of diversity among participants
is that two of the school workshops took place in

rural, homogenous areas, rather than large cities.

In future there should be an effort to ensure that
school workshops delivering this programme include
participants from a broad cross-section of British
society, and participants who are culturally varied.

Teenagers: Train-the-trainer

As with the school workshop demographics, the gender
distribution for young people teachers and youth
workers taught was well balanced: 47% of participants
were female, and 53% were male (Figure A.14).

The age range of young people participating in the
train-the-trainer model was, as expected, in line with
the target age of the programme, although these
teenagers were notably younger than the students

who participated in the school workshops: 85% of the
participants were aged 13, with the remaining 15%
being 14 or over (Figure A.15). The results from the
evaluation survey demonstrate that this delivery model
has highly beneficial results for those at the starting age
of the programme.

Unlike the school workshops, the majority of young
people under the train-the-trainer model came from a
diverse range of religious backgrounds. The three main
religions represented were Christianity (34%), Islam
(28%) and Sikhism (18%) (Figure A.16).

Similarly, the ethnic diversity of participants was far
greater under the train-the-trainer model than the
school workshops: 20% of participants came from an
Indian background, 20% were white British and 18%
were African (Figure A.17). The rest were from a variety
of countries, from Pakistan to Bangladesh, and other
Asian and Caribbean countries.

Overall, 83% of participants were born in the UK and
17% were born elsewhere (Figure A.18). Three-quarters
(75%) had at least one parent born in a different country
(Figure A19), so 75% of participants were either first

or second generation migrants. Just over half (53%)
spoke a language other than English at home, with 47%
speaking English at home (Figure A.20).

This diversity increases our confidence that the train-
the-trainer model was able to reach a broad cross-
section of British society, mainly because training
sessions took place with teachers and youth workers
in big UK cities. In future managers of the programme
should engage practitioners who work with diverse
groups toruniit.

Process Questions

In post-programme surveys we asked students process
questions about their experience with Be Internet
Citizens, the results of which are shown in figures
A.21-A.23.

Statistical Analysis

In order to assure that the control group was a reliable
comparison for the intervention group, we analysed the
survey results to verify that the control and intervention
groups were statistically similar before the intervention
and the control group did not change significantly
between pre and post surveying:

® |nthe pre survey, the control and intervention groups
varied at a statistically significant level (p<.01) in one
question: Q15.

® There was no significant variation between pre and
post surveys in the control group.

We calculated change scores for all individuals and
compared them across intervention models. As Likert
scales produce non-parametric data, we used the
Kruskal-Willis Test to test for statistically significant
differences between intervention and control groups
for school workshops (direct delivery), and the Wilcoxan
Signed Ranks Test to test for statistically significant
differences between pre and post surveys for the train-
the-trainer model (which lacked a control group).
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There was statistically significant variation in the control
group for responses to question 15, so we disregarded
the control group and used the Wilcoxan Signed Ranks
Test.

Tables A.9—A.12 present an analysis of responses to
confidence statements and knowledge questions in pre

and post surveys for the two delivery models, looking at:

® the mean pre scores for each intervention model
® the post mean for each intervention model

® the percentage change from the pre score for each
intervention model

® the p value for determining statistical significance

® the percentage of students who were confident
(5 or above on Likert confidence scales) in the
pre survey for each intervention model

® the percentage of students who were confident
(S or above on Likert confidence scales) in the
post survey for each intervention model

® the N for each of these analyses

® the same for mid-term and long-term
follow-up surveys.
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Figure A.7

The gender of school
workshop participants

Figure A.8

The age of school
workshop participants

Figure A.9

The religion of school
workshop participants

Figure A.10

Female 46.5% The ethnicity of school
Male 52.4%  workshop participants
Other 1.1%
13 23.2%
14 40.3%
15 34.8%
16 1.7%
17 0.0%
None/non-religious 62.6%
Christian 18.0%
Buddhist 0.4%
Hindu 2.0%
Jewish 0.0%
Muslim 15.3%
Sikh 0.3%
Other 1.4%

White British 65.1%
Other white 4.8%
White & black Carribean ~ 2.7%
White & black African 0.0%
White & Asian 4.8%
Any other mixed/multiple
ethnic background 1.0%
African 2.4%
Carribean 1.0%
Any other black/African/
Carribean background 1.0%
Indian 3.8%
Pakistani 8.9%
Bangladeshi 1.4%
Chinese 0.3%
Any other Asian

background 1.7%
Arab 0.7%
Any other ethnic group  0.3%
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Figure A.11

The birthplace of school
workshop participants

Figure A.12

The birthplace of parents of
school workshop participants

Figure A.13

The language spoken
in the homes of school
workshop participants

Figure A.14

The gender of teenagers
taught the curriculum by
trained teachers and youth
workers (TTT)

UK 91.1%
Other 8.5%
Don’t know 0.4%
UK 71.0%
Other 21.5%
UK+ Other 7.5%
English 85.4%
Other 4.8%
English + other 9.8%
Female 46.5%
Male 53.1%
Other 0.3%

Figure A.15

The age of teenagers taught the
curriculum by trained teachers
and youth workers (TTT)

Figure A.16

The religion of teenagers
taught the curriculum by
trained teachers and youth
workers (TTT)

13 85.1%
14 10.5%
15 3.8%
16 0.0%
17 0.6%
None/non-religious 1.7%
Christian 33.7%
Buddhist 1.0%
Hindu 7%
Jewish 0.0%
Muslim 28.1%
Sikh 17.9%
Other 0.5%
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Question
Figure A17

The ethnicity of teenagers
taught the curriculum

by trained teachers and
youth workers

Ethnicity
White British 19.8%
Other white 9.1%

White & black Carribean  1.0%

White & black African 0.0%

White & Asian 2.0%

Any other mixed/multiple

ethnic background 4.0%
African 18.3%
Carribean 1.5%
Any other black/African/
Carribean background 1.0%
Indian 20.3%
Pakistani 8.1%
Bangladeshi 1.5%
Chinese 0.0%
Any other Asian

background 10.7%
Arab 1.5%

Any other ethnic group ~ 1.0%

Question
Figure A.18

The birthplace of teenagers
taught the curriculum

by trained teachers and
youth workers

Question
Figure A.19

The birthplace of parents

of teenagers taught the
curriculum by trained teachers
and youth workers

Question
Figure A.20

The language spokenin the
homes of teenagers taught
the curriculum by trained

teachers and youth workers

8.176

of Be Internet Citizen
workshop participants
answered ‘No’ when
asked if they felt they
gained new knowledge

Birthplace

UK 83.2%
Other 16.8%
Don’t know 0.0%
Birthplace

UK 25.1%
Other 65.1%
UK+ Other 9.8%
Language

English 46.7%
Other 21.3%
English + other 32.0%

1.9%6

of teens taught

the curriculum by
trained teachers and
youth workers were
Bangladeshi
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School Workshops
Figure A.21 Responses of participants in school workshops to questions about

their experience with Be Internet Citizens

Figure A.21
Did you enjoy the
workshop?

Workshop participants

Figure A.21

How relevant do you
feel the content of the
workshop was to you/

your life?

Workshop participants

Figure A.21

Do you feel like you
understood the subject
matter by the end of the

workshop?

Workshop participants

Figure A.21

Do you feel like
you learned
new skills?

Workshop participants

I liked it 41.9%  Quiterelevant 50.1% Understood some of it 45.6% Yes 52.9%
I liked it alot 23.7%  Highly relevant 13.8%  Understood everything 39.3%  Yes,lots 15.4%
I neither liked 23.0%  Neitherrelevant Understood little 6.8% No 10.6%
nor disliked it norirrelevant 19.4%
Understood nothinig 47%  No,notatall 77%
| disliked it 74%  Quiteirrelevant 10.8%
| don’t know 3.6% Idon'tknow 13.4%
| disliked it a lot 4.0%  Highlyirrelevant 5.9%
Figure A.21 Figure A.21 Figure A.21 Figure A.21
Do you feel like Do you think that you'll Do you feel like Do you think the
you gained new behave differently online the workshop definition pack you were
knowledge? as aresult? was appropriate given is useful?
for your age?

Workshop participants

Workshop participants

Workshop participants

Workshop participants

Yes 57.4% Yes 41.6%
Yes, lots 18.4%  Yes,lots 9.2%
No 8.1% No 21.5%
No, not at all 7.3%  No, notatall 10.2%
| don’t know 8.8%  ldon'tknow 17.5%

| think it was appropriate
for my age group 75.2%

| think it was more appropriate
for older people 9.5%

I think it was more appropriate
foryounger people 1.8%

| don’t know 13.5%

Quite useful 40.7%
Highly useful 22.9%
Neither useful 16.7%
nor useless

Not very useful 7.0%
Not useful at all 77%
| don’t know 5.0%
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Train-the-Trainer Workshops
Figure A.22 Responses of participants in train-the-trainer workshops taught by trained teachers
to questions about their experience with Be Internet Citizens

Figure A.22
Did you enjoy the
workshop?

Workshop participants

Figure A.22

How relevant do you
feel the content of the
workshop was to you/

your life?

Workshop participants

Figure A.22

Do you feel like you
understood the subject
matter by the end of the

workshop?

Workshop participants

Figure A.22

Do you feel like
you learned
new skills?

Workshop participants

I liked it 53.8%  Quiterelevant 57.3% Understood some ofit 51.9% Yes 64.7%
I liked it alot 24.6%  Highly relevant 22.4%  Understood everything 38.3%  Yes, lots 20.9%
I neither liked 19.9%  Neitherrelevant Understood little 6.4% No 5.5%
nor disliked it norirrelevant 16.0%
Understood nothinig 0.4%  No,notatall 0.8%
| disliked it 1.3%  Quiteirrelevant 3.4%
| don’t know 3.0% Ildon'tknow 8.1%
| disliked it a lot 0.4%  Highlyirrelevant 0.9%
Figure A.22 Figure A.22 Figure A.22 Figure A.22
Do you feel like Do you think that you'll Do you feel like Do you think the
you gained new behave differently online the workshop definition pack you were
knowledge? as aresult? was appropriate given is useful?
for your age?

Workshop participants

Workshop participants

Workshop participants

Workshop participants

Yes 62.9% Yes 51.5%
Yes, lots 28.9%  Yes,lots 19.8%
No 2.6% No 10.7%
No, not at all 0.8%  No,notatall 3.0%
| don’t know 47%  |don'tknow 15.0%

| think it was appropriate
for my age group 82.8%

| think it was more appropriate
for older people 3.4%

I think it was more appropriate
foryounger people 5.2%

| don’t know 8.6%

Quite useful 56.4%
Highly useful 27.4%
Neither useful 7.3%
nor useless

Not very useful 1.7%
Not useful at all 0.4%
| don’t know 6.8%
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Train-the-Trainer Workshops
Figure A.23 Responses of participants in train-the-trainer workshops taught by trained youth workers
to questions about their experience with Be Internet Citizens

Figure A.23

Did you enjoy the
workshop?

Workshop participants

Figure A.23

How relevant do you
feel the content of the
workshop was to you/

your life?

Workshop participants

Figure A.23

Do you feel like you
understood the subject
matter by the end of the

workshop?

Workshop participants

Figure A.23

Do you feel like
you learned
new skills?

Workshop participants

|liked it a lot 50.0%  Quiterelevant 38.5% Understood everything 42.3%  Yes 50.0%
Iliked it 34.6%  Highly relevant 34.6%  Understoodsomeofit 34.6%  Yes,lots 34.6%
I neither liked 77%  Neitherrelevant Understood little 11.5%  No 0.0%
nor disliked it norirrelevant 77%
Understood nothing 77%  No,notatall 77%
| disliked it 0.0%  Quiteirrelevant 11.5%
| don’t know 3.9% Idontknow 17%
| disliked it a lot 77%  Highlyirrelevant 77%
Figure A.23 Figure A.23 Figure A.23 Figure A.23
Do you feel like Do you think that you'll Do you feel like Do you think the
you gained new behave differently online the workshop definition pack you were
knowledge? as aresult? was appropriate given is useful?
for your age?

Workshop participants

Workshop participants

Workshop participants

Workshop participants

Yes, lots 50.0% Yes,lots 44.0%
Yes 30.7% Yes 44.0%
No 0.0% No 4.0%
No, not at all 3.9%  No,notatall 8.0%
| don’t know 15.4%  ldon'tknow 0.0%

| think it was appropriate
for my age group 73.1%

| think it was more appropriate
for older people 11.5%

I think it was more appropriate
foryounger people 3.9%

| don’t know 11.5%

Quite useful 46.2%
Highly useful 38.5%
Neither useful 3.8%
nor useless

Not very useful 0.0%
Not useful at all 3.8%
| don’t know 17%
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Table A.9 Statistical analysis of responses to confidence statements in pre and post surveys
by respondents who participated in the direct delivery model of Be Internet Citizens

Y olo
N A G & &

. . & R <& & é\\QO
Direct delivery, Confidence measures © S o Q & S Q
I am always happy to listen to 5.24 5.38 3 0.630 70 72 265
people expressing different 537 534 -1 0970 75 76 198
worldviews to my own. 567 540 -5 0.05 84 73 73
| feel confident expressing 4.26 4.63 9 0.005 43 54 265
my views online. 440 451 2 0187 47 51 200

436  4.52 4 0909 52 48 73
| feel responsible for the wellbeing 4.04 411 2 0.407 36 41 267
of people connected to me 418  4.31 3 0428 39 43 195
through social media. 410 4.4 3 0235 33 37 73
If | wasn’t sure a story was true, 4.85 5.08 5 0.259 60 65 264
and | wanted to share it, 468 473 1 0.384 56 56 199
'd fact check it first. 493 500 1 0719 56 56 73
| consider the motivations behind 4.35 4.62 6 0156 49 52 263
why people post things online. 443 446 1 0.207 50 50 197

476  4.56 -4 0.546 53 42 72
I’'m motivated to seek out views 3.90 4.33 11 0.017 35 40 261
and opinions that differ to 401 427 7 0117 39 46 195
my own online. 441 431 -2 0153 44 4 71
| would know what to do if | came 507  5.51 9 0011 64 77 261
across hate speech online. 5.05 511 1 0108 63 68 194

476  5.00 5 0.393 64 57 72
| know how and why to ‘flag’ or 562  5.85 4 0017 78 82 261
report social media content. 5.55 5.43 -2 0367 74 75 195

492 505 3 0.860 69 67 70
[ would recognise ‘Us vs Them’ 4.26 5.38 26 0.000 44 74 263
arguments online. 409  4.81 18 0.002 40 56 198

3.88 4.83 25 0148 38 46 72

[ would recognise when a social media 497 5.43 9 0.016 62 71 263

post, article or website is designed 4.92 4.98 1 0936 60 67 195
to emotionally manipulate people. 470 4.80 2 0428 57 54 77
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Table A.9 top Statistical analysis of responses to confidence statements in pre and post surveys
by respondents who participated in the direct delivery model of Be Internet Citizens
Table A.10 bottom Statistical analysis of responses to knowledge questions in pre and post surveys by
respondents who participated in the direct delivery model of Be Internet Citizens

N 3 X
. . & & 8 S &
Direct delivery, Confidence measures Q© Q© oy Q ® ® Q
I am always happy to listen to 5.24 5.38 3 0.630 70 72 265
people expressing different 537  5.34 -1 0970 75 76 198
worldviews to my own. 567 540 -5 0105 84 73 73
| feel confident expressing 4.26 4.63 9 0.005 43 54 265
my views online. 440 4.5 2 0187 47 51 200
4.36 4.52 4 0.909 52 48 73
| feel responsible for the wellbeing 4.04 4.11 2 0407 36 41 267
of people connected to me 418 431 3 0428 39 43 195
through social media. 410 424 3 0235 33 37 73
If | wasn’t sure a story was true, 4.85 5.08 5 0.259 60 65 264
and I wanted to share it, 468 473 1 0.384 56 56 199
dfact checkit first. 493 500 1 0719 56 56 73
| consider the motivations behind 4.35 4.62 6 0.156 49 52 263
why people post things online. 4.43 4.46 1 0.207 50 50 197
4.76 4.56 -4 0.546 53 42 72
«‘Q’é o‘@é
o &S o
oloo‘\ o&@ R Q|°o o&@ 0%@&

Direct delivery, Knowledge measures E R TS s Q XN
Fake news 24 40 71 0.000 220

24 26 8 0475 220

42 71 70 0.000 220
Hate speech 23 23 1 0.565 235

78 84 8 0.752 167

75 85 13  0.571 53
Scapegoating 20 23 15 0.000 207

72 83 14 0.572 145

79 81 3  0.462 47
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Table A.11 Statistical analysis of responses to confidence statements in pre and post surveys by
respondents who were taught the Be Internet Citizens curriculum by trained teachers
and youth workers

S &
) '\@éb o @QD N

@e a}\@ q}(\og (s\\Q« éQO
TTT, Confidence measures Q< QP o Q o © Q
| am always happy to listen to 5.12 5.48 7 0.001 66 73 197
people expressing different 532 606 14 0000 73 91 140
worldviews to my own.
| feel confident expressing 4.36 499 14 0.000 46 65 198
my views online. 452 474 5 0280 50 55 141
| feel responsible for the wellbeing 4.54 4.58 1 0701 49 54 196
of people connected to me 454 503 11 0.004 49 60 142
through social media.
If | wasn’t sure a story was true, 5.06 5.60 11 0.000 64 78 199
and lwanted to share i, 515 557 8 0076 69 76 139
I'd fact checkit first.
| consider the motivations behind 4.48 5.02 12 0.000 50 62 192
why people post things online. 452 492 9 0012 48 64 143
I'm motivated to seek out views 413 4.76 15 0.000 39 56 193
and opinions that differ to 430 506 18 0000 45 67 139
my own online.
| would know what to do if | came 5.67 5.81 2 0.387 77 79 197
across hate speech online. 5.84 578 -1 0367 79 83 142
I know how and why to ‘flag’ or .89 5.97 1 0.849 83 86 196
report social media content. 616 611 -1 0732 86 90 139
[ would recognise ‘Us vs Them’ 4.66 5.52 19 0.000 56 78 196
arguments online. 453 533 18 0000 53 71 142
I would recognise when a social media 5.13 5.60 9 0.000 62 79 193
post, article or website is designed 5.32 571 7 0.001 65 81 140

to emotionally manipulate people.
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Table A.11 top Statistical analysis of responses to confidence statements in pre and post surveys
by respondents who were taught the Be Internet Citizens curriculum by trained teachers
and youth workers

Table A.12 bottom Statistical analysis of responses to knowledge questions in pre and post surveys
by respondents who were taught the Be Internet Citizens curriculum by trained teachers
and youth workers

L &
<® o oo N
@Q:b(\ N & & KQO%&

TTT, Confidence measures Q? S &® Q S RS N
| understand the differences between S.73 6.16 7 0.001 80 89 196
hate speech and free speech. 6.00 5.86 -2 0.370 82 87 142
| understand what echo chambers 2.47 5.40 119  0.000 17 74 187
(also known as ‘the bubble’) are. 2.29 5.20 127 0.000 17 66 133
| understand what the ‘filter bubble’ is. 2.75 S.41 97 0.000 23 73% 189

2.63 512 95 0.000 23 66 132
| would be able to identify ‘fake news’. 518 5.96 15 0.000 68  88% 198

5.42 6.08 12 0.000 73 89 141
| understand what ‘scapegoating’ is. 245 542 122 0.000 17 72% 186

2.08 5.22 151  0.000 16 63 131

Py
@é & o&z
6‘00 a,?Ja’ &do «‘Z‘L)Q o
olo O<\ \\ QQ’Q oog‘

Knowledge measures E & S ® N N
Fake news 35 62 78 0.000 180

35 39 12 0.207 180

Hate speech 41 52 27 0.000 185
65 81 24 0.000 139

Scapegoating 38 50 34 0.001 141
60 75 24  0.0M 110
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Technical appendices

Be Internet Citizens: Teacher and Youth Worker Surveys

We gave surveys to all teachers and youth workers who
ISD trained as part of the train-the-trainer model before

and after their training.

The post survey included the same confidence and

Figure A.24

Responses of
participantsin
train-the-trainer
workshops taught by
trained youth workers
to questions about their
experience with Be
Internet Citizens

Figure A.24

Do you think it
isimportant to teach
digital citizenship
to young people?

Teachers & youth workers

Figure A.24
Reason for attending

Teachers & youth workers

knowledge questions as the pre survey, and process
questions about participants’ experience with the
training. We analysed differences between the pre and
post surveys results to determine where changes could
be attributed to the training (figures A.24—A.31).

Figure A.24

Would you like to
receive more training
in how to teach digital

citizenship?

Teachers & youth workers

Figure A.24

How much
do you know about
digital citizenship?

Teachers & youth workers

For continued 41.0%
professional development

Personal interest in 11.0%
digital citizenship

To receive session 38.0%
plans and resources

Asked to attend 6.0%
by colleagues

Other 4.0%

Figure A.24

Do you think digital
citizenship is effectively
taughtin your school?

Teachers & youth workers

Extremely important 74.0%
Very important 17.0%
Somewhat important 9.0%
Not so important 0.0%
Not at allimportant 0.0%

Taught neither 33.0%
well nor badly

Very well taught 0.0%
Well taught 17.0%
Badly taught 25.0%
Very badly taught 0.0%
| don’t know 25.0%

Yes, certainly 64.0% A moderate amount 48.0%
Yes, probably 33.0%  Agreatdeal 4.0%
No, probably not 0.0%  Alot 49.0%
No, certainly not 0.0%  Alittle 22.0%
I don’t know 3.0%  Noneatall 17.0%
Figure A.24 Figure A.24

In your experience
working in and with
schools, do PSHE teachers
know enough about
digital citizenship to teach
it effectively?

Teachers & youth workers

No, probably not 55.0%
Yes, certainly 5.0%
Yes, probably 7.0%
No, certainly not 20.0%
| don’t know 13.0%

Have you taught digital
citizenship to young
people before?

Teachers & youth workers

No 58.0%

Yes 42.0%
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Table A.13 Statistical analysis of responses to confidence statements in pre and post surveys
of teachers who participated in the train-the-trainer model of delivery of Be Internet Citizens

Y olo
N N o ol° W
@éb a}@e q}(\%@ (s\\Q@ é\\QO%
Confidence measures © QS o) ] S S Q
I am confident having sensitive conversations 476 6.03 27 0.000 59 88 34
with young people about extremism and terrorism.
I am confident having sensitive conversations 515 6.12 19  0.001 71 91 34
with young people about race and ethnicity.
| understand the concept of fake news. 4.88 6.71 37 0.000 59 97 34
| understand the concept of biased writing. 5.53 6.71 21 0.000 82 97 34
| understand the concept of echo chambers. 3.00 6.56 119  0.000 21 94 34
| understand the concept of filter bubbles. 2.59 6.35 145 0.000 18 94 34

| understand the concept of emotional manipulation. 5.09 6.71 32 0.000 74 97 34

[ understand the concept of scapegoating. 515 6.68 30 0.000 76 97 34
| understand the concept of us vs. them rhetoric. 5.03 6.62 32 0.000 68 97 34
| understand the concept of hate speech. 5.21 6.59 27 0.000 74 97 34
| understand the concept of free speech. 5.44 6.47 19 0.000 82 97 34
P
0%6 °I° &Qlc
Knowledge measures &® Q Q@ S Q
Able to define hate speech -3  0.564 97 94 34

Able to define scapegoating 0 1.000 97 97 34
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Figure A.25 Responses to questions on whether teachers enjoyed the training, round it relevant,
understood it and learned new skills, gained new knowledge, thought it the right length,
though it important to teach digital citizenship in schools, thought the programme helpful
to potential teachers and were likely to give further training, and felt confident to do so

Figure A.25 Figure A.25 Figure A.25 Figure A.25
Did you enjoy the How relevant do you Do you feel like you Do you feel like
training? feel the content of the understood the content you learned
workshop was to the by the end of the new skills?
students you work with? workshop?
Teachers Teachers Teachers Teachers
| liked it a lot 82.0%  Highly relevant 77.0%  Understood everything 92.0% Yes 48.0%
| liked it 15.0% Quite relevant 20.0% Understood some of it 8.0% Yes, lots 42.0%
I neither liked 3.0%  Neitherrelevant Understood little 0.0% No 5.0%
nor disliked it norirrelevant 0.0%
Understood nothing 0.0%  No,notatall 0.0%
| disliked it 0.0%  Quiteirrelevant 3.0%
I don’t know 0.0%  Idontknow 5.0%
| disliked it a lot 0.0%  Highlyirrelevant 0.0%
Figure A.25 Figure A.25 Figure A.25 Figure A.25
Do you feel like Was the workshop the Do you thinkitis How helpful do you think
you gained new right length? important to teach digital the Be Internet Citizens
knowledge? citizenship in schools? programme is to teachers
who want to teach digital
Teachers Teachers Teachers citizenship?
Teachers
Yes, lots 62.0% Itwastherightlength 92.0% Veryimportant 92.0%
Very helpful 85.0%
Yes 35.0% Itwastoolong 5.0% Important 5.0%
, _ Helpful 15.0%
No 3.0%  Itwastoo short 2.0%  Slightly imporant 3.0%
. Not very helpful 0.0%
No, not at all 0.0%  ldon’t know 0.0%  Notimportant 0.0%
Unhelpful 0.0%
| don’t know 0.0% Not at all important 0.0%
| don’t know 0.0%

| don’t know 0.0%
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Figure A.25

How likely are you to
deliver some of the Be
Internet Citizens toolkit to

Figure A.25

How likely are you to
deliver all of the sessions
in the toolkits to students?

students?
Teachers Teachers
Very likely 82.0%  Very likely 56.0%
Likely 15.0%  Likely 20.0%
Neither likely Neither likely
nor unlikely 3.0%  norunlikely 8.0%
Unlikely 0.0%  Unlikely 13.0%
Very unlikely 0.0%  Very unlikely 3.0%
| don’t know 0.0%  Idontknow 0.0%

927% | 857%

of teachers felt like of teachers think the
they ‘understood Be Internet Citizens
everything’ of the programme is ‘very
content by the end helpful’ to teachers

of the workshop

Figure A.25

How confident are you
that you could deliver
the Be Internet Citizens
lessons to students you

work with?
Teachers
Very confident 66.0%
Confident 34.0%
Not very confident 0.0%
Not confident at all 0.0%

3%

of teachers were ‘very
unlikely’ to deliver all
of the sessionsin the
toolkit to students
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Figure A.26 Responses of teachers who participated in Be Internet Citizens train-the-trainer
workshops when asked which session would have the greatest and least impact on students

Statement

Which session do you think would have the greatest impact on students?

Session Three sides to every story _ 3
emotionat manipuavon | 19
Usvs Them 7 9
Haters gonna hate ] 9
Responses 0 4 8 12 16 20

Statement

Which session do you think would have the least impact on students?

Session Three sides to every story _ 9
Emotional manipulation _ 7
Usvs Them ] 10
Haters gonna hate _ 7
Responses 0 4 8 12 16 20

95% J507%

of teachers felt the
Us vs Them session
would have the least
impact on students

of teachers felt

the Emotional
Manipulation session
would have the
greatest impact
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Technical appendices

Youth Workers
Pre Survey Digital Citizenship Questions

Figure A.27 Figure A.27 Figure A.27 Figure A.28
The reasons why youth Reason for attending How much In your experience
workers attended the do you know about working in or with youth
training sessions, how digital citizenship? centres and community
much they knew about organisations, how well
digital citizenship, Youth workers Youth workers taught do you think digital
whether they thought C|t|zensh|p is?
It,"r‘por_ta_nt to t,eaCh For continued 42.0%  Alittle 52.0% Youth workers
digital citizenship to professional development
.0%
young peopl.e, whether _ _ . A great deal 2.0 Taught neither 49.0%
they work with young Personal interestin 23.0% well nor badly
.. igi iti i Alot 1.0%
people on digital digital citizenship
citizenship issues, and To receive session 22.0%  Amoderate amount 28.0%  Verywelltaught 0.0%
find training valuable plans and resources None at all 170%  Welltaught 9.0%
Asked to attend 10.0% Badly taught 15.0%
by colleagues
Very badly taught 10.0%
Other 3.0% Y ytaug
| don’t know 17.0%
Figure A.27 Figure A.27 Figure A.27
Do you currently work Is learning about digital Do you think it
with young people on citizenship valuable isimportant to teach
digital citizenship for youth and charity digital citizenship
issues? workers? to young people?
Youth workers Youth workers Youth workers
Yes, infrequently 43.0% Yes, certainly 71.0%  Extremely important 57.0%
Yes, frequently 15.0%  Yes 28.0%  Veryimportant 39.0%
No, rarely 33.0% No 0.0%  Somewhatimportant 4.0%
No, never 9.0%  No, certainly not 0.0%  Notsoimportant 0.0%

| don’t know 1.0%  Notatallimportant 0.0%
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Table A.15 top Statistical analysis of responses to confidence statements in pre and post surveys of youth

workers who participated in the train-the-trainer model of delivery of Be Internet Citizens
Table A.16 bottom Statistical analysis of responses to knowledge questions in pre and post surveys of youth
workers who participated in the train-the-trainer model of delivery of Be Internet Citizens

~ O
Confidence measures Q@@ Qo(;\'é\ (5\"‘9%@ Q (JOKQ ()o“‘\Q Q
I am confident having sensitive conversations 4.57 5.14 13 0.047 54 82 28
with young people about extremism and terrorism.
I am confident having sensitive conversations 4.96 5.57 12 0.015 68 93 28
with young people about race and ethnicity.
| understand the concept of fake news. 5.29 6.11 16 0.001 75 93 28
I understand the concept of biased writing. 5.82 6.39 10 0.000 89 96 28
| understand the concept of echo chambers. 2.89 6.00 107 0.000 25 93 28
| understand the concept of filter bubbles. 2.64 5.93 124 0.000 18 93 28
| understand the concept of emotional manipulation. 5.54 6.25 13 0.001 82 96 28
I understand the concept of scapegoating. 5.21 6.14 18 0.001 75 93 28
| understand the concept of us vs. them rhetoric. 5.39 6.07 13  0.004 79 86 28
| understand the concept of hate speech. 5.64 6.29 11 0.005 86 96 28
| understand the concept of free speech. 5.86 6.11 4 0.052 93 93 28

of°

& N &Qp

Knowledge measures &® Q Q@ S N
Able to define hate speech 13  0.180 85 96 27
Able to define scapegoating 12 0.083 89 100 28
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Figure A.29 The extent to which youth workers enjoyed the workshop, thought content was relevant for
their purposes and understood it, learned new skills, gained new knowledge, found it the right length,
thought it important to teach digital citizenship to young people, found the Be Internet Citizens programme
helpful for potential teachers, and were likely to deliver some or all of the programme to young people

Figure A.29

Did you enjoy the

training?

Youth workers

Figure A.29

How relevant do you
feel the content of the
workshop was to the
students you work with?

Youth workers

Figure A.29

Do you feel like you
understood the content
by the end of the
workshop?

Youth workers

Figure A.29

Do you feel like
you learned
new skills?

Youth workers

|liked it a lot 86.0%  Highly relevant 74.0%  Understood everything 60.0%  Yes, many 55.0%
| liked it 14.0% Quite relevant 26.0% Understood some of it  40.0% Yes 41.0%
I neither liked 0.0%  Neitherrelevant Understood little 0.0% No 2.0%
nor disliked it norirrelevant 0.0%

Understood nothing 0.0%  No,notatall 0.0%
| disliked it 0.0%  Quiteirrelevant 0.0%

| don’t know 0.0% | don’t know 2.0%
| disliked it a lot 0.0%  Highlyirrelevant 0.0%

Figure A.29 Figure A.29 Figure A.29 Figure A.29
Do you feel like Was the workshop the Do you thinkitis How helpful do you think

you gained new
knowledge?

Youth workers

right length?

Youth workers

important to teach digital
citizenship in schools?

Youth workers

Yes, lots 57.0% Itwastherightlength 86.0% Veryimportant 95.0%
Yes 43.0% Itwastoolong 0.0%  Important 5.0%
No 0.0%  Itwastoo short 12.0%  Slightly imporant 0.0%
No, not at all 0.0% ldon’tknow 2.0%  Notimportant 0.0%
| don’t know 0.0% Not at all important 0.0%

| don’t know 0.0%

the Be Internet Citizens
programme is to teachers
who want to teach digital
citizenship?

Youth workers

Very helpful 83.0%
Helpful 17.0%
Not very helpful 0.0%
Unhelpful 0.0%
| don’t know 0.0%
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Figure A.29

How likely are you to
deliver some of the Be
Internet Citizens toolkit to
students?

Youth workers

Very likely 59.0%
Quite likely 31.0%
Quite unlikely 5.0%
Very unlikely 0.0%
| don’t know 5.0%
Figure A.29

How likely are you to
deliver all of the sessions
in the toolkits to students?

Youth workers

Quite likely 50.0%
Very likely 26.0%
Quite unlikely 19.0%
Very unlikely 5.0%
| don’t know 0.0%

Figure A.30 The extent to which youth workers

feel confident to deliver each individual session
following the train-the-trainer workshop

Three Sides to Every Story ~ Very confident 19.0%
Confident 76.0%
Not very confident 5.0%
Not confident at all 0.0%
Emotional manipulation Very confident 33.0%
Confident 62.0%
Not very confident 5.0%
Not confident at all 0.0%
Us Vs Them Very confident 36.0%
Confident 57.0%
Not very confident 7.0%
Not confident at all 0.0%
Haters Gonna Hate Very confident 31.0%
Confident 62.0%
Not very confident 7.0%
Not confident at all 0.0%
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Figure A.31 Responses of youth workers to questions on which session

would have the greatest and least impact on young people

Which session do you think would have the greatest impact on students?

Session Three sides to every story _ 12
Emotional manipulation _ 14
Usvs Them | "
Haters gonna hate _ 5

Which session do you think would have the least impact on students?

Session Three sides to every story _ 16
Emotional manipulation _ 7
Usvs Them ] 9
Haters gonna hate _ 10
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Endnotes

01 ONS, ‘Internet access — households and individuals, Great Britain: 2018, press release, Office for National Statistics,
https.//www.ons.gov.uk/peoplepopulationandcommunity/householdcharacteristics/homeinternetandsocialmediausage/
bulletins/internetaccesshouseholdsandindividuals/2018.

02 Ibid.

03 Ofcom, Children and Parents: Media Use and Attitudes Report 2018, February 2019, https://www.ofcom.org.uk/research-and-
data/media-literacy-research/childrens/children-and-parents-media-use-and-attitudes-report-2018.

04 Emily Frith, Social Media and Children’s Mental Health: A Review of the Evidence, Education Policy Institute, 2017,
https.//epi.org.uk/wp-content/uploads/2018/01/Social-Media_Mental-Health EPI-Report.pdf.

05 Ofcom, Children and Parents: Media Use and Attitudes Report, 2016,
https.//www.ofcom.org.uk/ _data/assets/pdf _file/0034,/93976/Children-Parents-Media-Use-Attitudes-Report-2016.pdf.

06 Royal Society for Public Health, Status of Mind: Social Media and Young People’s Mental Health, 2017,
https.//www.rsph.org.uk/uploads/assets/uploaded/62be270a-a55f-4719-ad668c2ec7a74c2a.pdf.

07 Ofcom, News Consumption in the UK: 2018, April 2018,
https.//www.ofcom.org.uk/ _data/assets/pdf file/0024/116529/news-consumption-2018.pdf.

08 National Literacy Trust, Fake News and Critical Literacy: The Final Report of the Commission on Fake News
and the Teaching of Critical Literacy in Schools, All-Party Parliamentary Group on Literacy and the National Literacy Trust,
June 2018, file:/7/C:/Users/SW/Downloads/Fake_news_and_critical_literacy -_final_report.pdf.

09 HM Government, Online Harms White Paper, CP 57, April 2019, https://assets.publishing.service.gov.uk/government/uploads/
system/uploads/attachment_data/file/793360/0nline_Harms_White_Paper.pdf.

10 Children’s Commissioner, Growing Up Digital: A Report of the Growing Up Digital Taskforce, 2017,
https://app-t1pp-cco.azurewebsites.net/wp-content/uploads/2017/06/Growing-Up-Digital-Taskforce-Report-January-2017_0.pdf.

11 Mike Ribble, Digital Citizenship, 2014, http.//www.digitalcitizenship.net/nine-elements.html, and MirandaNet Fellowship,
Towards Tomorrow’s Successful Digital Citizens: Providing the Critical and Dialogical Opportunities to Change Lifestyles and
Mindsets, 2015, https://mirandanet.ac.uk/wp-content/uploads/2016/01/Preston-Savage-et-al-FINAL _DigitalCitizens-Master-
19nov15-CP-response-to-PB-commentary.pdf.

12 Council of Europe, Digital Citizenship and Digital Citizenship Education, https://www.coe.int/en/web/digital-citizenship-
education/digital-citizenship-and-digital-citizenship-education (accessed 12 January 2019).

13 Louis Reynolds and Ralph Scott, Digital Citizens: Countering Violent Extremism Online, 2016,
https.//www.demos.co.uk/wp-content/uploads/2016/12/Digital-Citizenship-web-1.pdf.

14 Cited in Reynolds and Scott, Digital Citizens.

15 The Royal Society, After the reboot: computing education in schools, summary’, 2017,
https.//royalsociety.org/-/media/policy/projects/computing-education/computing-education-report-summary.pdf.

16 Freddie Whittaker, Just 54 citizenship teachers were trained this year’, Schools Week, 12 February 2017,
https.//schoolsweek.co.uk/just-54-citizenship-teachers-were-trained-this-year/.

17 Ofsted, Not Yet Good Enough: Personal, Social, Health and Economic Education in Schools, 2013,
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/413178/Not_yet _good_
enough_personal__social__health_and_economic_education_in_schools.pdf.

18 Department for Education, Relationships Education, Relationships and Sex Education (RSE) and Health Education: Guidance
for Governing Bodies, Proprietors, Head Teachers, Principals, Senior Leadership Teams, Teachers, draft for consultation, July 2018,
https.//consult.education.gov.uk/pshe/relationships-education-rse-health-education/supporting _documents/20170718_220
Draft220guidance220for2s20consultation.pdf; Department for Education, Keeping Children Safe in Education: Statutory



https://www.ons.gov.uk/peoplepopulationandcommunity/householdcharacteristics/homeinternetandsocialmediausage/bulletins/internetaccesshouseholdsandindividuals/2018
https://www.ons.gov.uk/peoplepopulationandcommunity/householdcharacteristics/homeinternetandsocialmediausage/bulletins/internetaccesshouseholdsandindividuals/2018
https://www.ofcom.org.uk/research-and-data/media-literacy-research/childrens/children-and-parents-media-use-and-attitudes-report-2018
https://www.ofcom.org.uk/research-and-data/media-literacy-research/childrens/children-and-parents-media-use-and-attitudes-report-2018
https://epi.org.uk/wp-content/uploads/2018/01/Social-Media_Mental-Health_EPI-Report.pdf
https://www.ofcom.org.uk/__data/assets/pdf_file/0034/93976/Children-Parents-Media-Use-Attitudes-Report-2016.pdf
https://www.rsph.org.uk/uploads/assets/uploaded/62be270a-a55f-4719-ad668c2ec7a74c2a.pdf.
https://www.ofcom.org.uk/__data/assets/pdf_file/0024/116529/news-consumption-2018.pdf
file:///C:/Users/SW/Downloads/Fake_news_and_critical_literacy_-_final_report.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/793360/Online_Harms_White_Paper.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/793360/Online_Harms_White_Paper.pdf
https://app-t1pp-cco.azurewebsites.net/wp-content/uploads/2017/06/Growing-Up-Digital-Taskforce-Report-January-2017_0.pdf
http://www.digitalcitizenship.net/nine-elements.html
https://mirandanet.ac.uk/wp-content/uploads/2016/01/Preston-Savage-et-al-FINAL_DigitalCitizens-Master-19nov15-CP-response-to-PB-commentary.pdf
https://mirandanet.ac.uk/wp-content/uploads/2016/01/Preston-Savage-et-al-FINAL_DigitalCitizens-Master-19nov15-CP-response-to-PB-commentary.pdf
https://www.coe.int/en/web/digital-citizenship-education/digital-citizenship-and-digital-citizenship-education
https://www.coe.int/en/web/digital-citizenship-education/digital-citizenship-and-digital-citizenship-education
https://www.demos.co.uk/wp-content/uploads/2016/12/Digital-Citizenship-web-1.pdf
https://royalsociety.org/-/media/policy/projects/computing-education/computing-education-report-summary.pdf
https://schoolsweek.co.uk/just-54-citizenship-teachers-were-trained-this-year/
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/413178/Not_yet_good_enough_personal__social__health_and_economic_education_in_schools.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/413178/Not_yet_good_enough_personal__social__health_and_economic_education_in_schools.pdf
https://consult.education.gov.uk/pshe/relationships-education-rse-health-education/supporting_documents/20170718_%20Draft%20guidance%20for%20consultation.pdf
https://consult.education.gov.uk/pshe/relationships-education-rse-health-education/supporting_documents/20170718_%20Draft%20guidance%20for%20consultation.pdf

Be Internet Legends and Be Internet Citizens: Impact Report 103

Guidance for Schools and Colleges, September 2018, https.//assets.publishing.service.gov.uk/government/uploads/system/
uploads/attachment_data/file/741314/Keeping_Children_Safe_in_Education 3 September 2018 14.09.18.pdf.

19 HM Government, Online Harms White Paper, 2079.

20 In the summer of 2017, Google surveyed 2,058 educators from 10 countries about online safety in the classroom, fielded by a
third party research panel. Of these educators, 207 were from the UK. Respondents taught students between the ages of 7 and
18 within the last year in a professional setting (at a public or private school). Results were used to inform Google about how to
empower educators to ensure their students grow up to be good digital citizens.

21 For more on response shift bias, see J. Klatt and E. Taylor-Powell, ‘Synthesis of literature relative to the retrospective pretest
design’, paper given at the Joint CES/AEA Conference, Toronto, 19 October 2005, http://comm.eval.org/HigherlLogic/System/
DownloadDocumentFile.ashx?DocumentFileKey=31536e2f-4d71-4904-ae5d-056e3280c767.

22 HM Government, Online Harms White Paper, 2019.
23 HM Government, Online Harms White Paper, 2019.

24 UKCIS, Education for a Connected World: A Framework to Equip Children and Young People for Digital Life, UK Council for
Internet Safety, 2018, https.//assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/
file/683895/Education_for a_connected_world _PDF.PDF.



https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/741314/Keeping_Children_Safe_in_Education__3_September_2018_14.09.18.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/741314/Keeping_Children_Safe_in_Education__3_September_2018_14.09.18.pdf
http://comm.eval.org/HigherLogic/System/DownloadDocumentFile.ashx?DocumentFileKey=31536e2f-4d71-4904-ae5d-056e3280c767
http://comm.eval.org/HigherLogic/System/DownloadDocumentFile.ashx?DocumentFileKey=31536e2f-4d71-4904-ae5d-056e3280c767
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/683895/Education_for_a_connected_world_PDF.PDF
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/683895/Education_for_a_connected_world_PDF.PDF

104 Be Internet Legends and Be Internet Citizens: Impact Report




ISD London | Washington DC | Beirut | Toronto
Registered charity number: 1141069

© ISD, 2020. All rights reserved.
Any copying, reproduction or exploitation of the whole or any part of
this document without prior written approval from ISD is prohibited.

ISD is the operating name of the Trialogue Educational Trust.

www.isdglobal.org



. .
. gree 1(0)
disagree

Powering so PO Box 7814, London
remi United K om, W1C 1YZ
nd [ ation www.isdg l.org




